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Private networks have reshaped enterprise communications by providing unmatched control, security, and
tailored solutions for various industries. This paper presents an in-depth survey of private networks, covering
their evolution, current landscape, and future outlook. Key topics include the use cases, architecture, spectrum
management, and deployment strategies. The study examines the transition from private 4G/LTE to private 5G
networks, fueled by demands for higher data throughput and ultra-low latency across sectors. It highlights the
advantages of private 5G over public mobile networks (MNOs) and Wi-Fi, with a special focus on spectrum
sharing as a means to optimize frequency use. Additionally, the paper reviews global spectrum allocations for
private 5G, providing an overview of regulatory frameworks and available frequency bands across countries.
It also explores future prospects, including private 6G networks and emerging spectrum technologies. Key
challenges such as high deployment costs, interoperability issues, and security concerns are discussed alongside
potential solutions. Through this comprehensive analysis, the paper aims to provide valuable insights for
researchers, practitioners, and policymakers in the field of private networks.
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1. Introduction

Private networks are wireless communication systems specifically
designed to serve the exclusive needs of a particular organization or
industry, offering dedicated connectivity separate from public cellu-
lar or Wi-Fi networks. Unlike public networks that cater to a vast
user base with shared resources, private networks deliver tailored
performance, security, and control to address specific industrial and
enterprise demands. A critical distinction between private and public
networks lies in ownership and access: while public networks are
managed by mobile network operators (MNOs) and accessible by the
general public, private networks are typically deployed by enterprises
directly or in collaboration with MNOs, allowing them to customize and
secure the network environment for operational needs. Increasingly,
industries such as manufacturing, logistics, and healthcare are turning
to private networks to automate processes and connect devices seam-
lessly, especially where real-time machine-to-machine communication
is essential for efficiency and precision. Fig. 1 shows a typical private
network architecture. Devices equipped with private SIMs connect to a
dedicated Radio Access Network (RAN), which links to the Edge com-
puting layer for processing. Finally, an Artificial Intelligence/Machine

Learning (AI/ML)-powered Orchestrator manages network resources
and optimizes performance dynamically.

As industries embrace automation, there is a growing reliance on
machinery, robots, and autonomous systems to reduce human error and
increase operational accuracy. Within factories, for example, forklifts,
automated guided vehicles, and robotic arms require consistent, high-
speed connectivity to operate without interruptions. Conventional Wi-
Fi and public mobile networks often struggle to provide adequate signal
strength and reliability, particularly in enclosed industrial spaces where
interference and weak signal penetration can compromise performance.
This need for reliable connectivity has driven demand for private
networks that operate on dedicated cellular protocols, supported by
private cellular infrastructure like access points (APs), edge computing,
and secure data channels. With these setups, private networks em-
power industries to achieve high-performance, uninterrupted connec-
tivity, supporting real-time applications and ensuring that automation
processes run smoothly and effectively.

The advent of private networks has revolutionized the communi-
cation landscape, offering unprecedented control, security, and cus-
tomization for enterprises and organizations. Unlike public networks
managed by large telecommunications companies, private networks
are tailored to meet specific needs, providing dedicated bandwidth,
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Fig. 1. Architecture of a private network solution.

enhanced security, and improved performance. This paper aims to ex-
plore the evolution of private networks, their current state, and future
prospects, highlighting their significance in the modern communication
ecosystem.

1.1. Background and motivation

The development of private networks accelerated as the Federal
Communications Commission (FCC) released spectrum for commercial
use, notably establishing the Citizens Broadband Radio Service (CBRS)
in 2015. This initiative opened the 3.5 GHz band (3550-3700 MHz) for
shared commercial access with a three-tier model: Incumbent Access,
Priority Access License (PAL), and General Authorized Access (GAA),
promoting efficient spectrum use. The CBRS framework, developed
over several years by the FCC and the Wireless Innovation Forum
(WInnForum), marked a milestone in regulatory practices [1,2].

Early private 4G/LTE networks focused on basic communication
needs, with limited data requirements primarily supporting sectors like
utilities and transportation. These networks handled tasks such as re-
mote monitoring and field communication, where high data throughput
was not critical [3,4]. As technology advanced, private 4G networks
expanded to support more complex use cases driven by industry dig-
italization. What began as simple communication frameworks quickly
adapted to data-intensive applications [5-7].

A significant shift involved using high-resolution cameras in in-
dustrial settings for surveillance, remote inspections, and quality con-
trol [8,9]. Smart sensors and IoT devices further pushed the limits
in manufacturing, continuously monitoring production metrics and
environmental data in real-time, which began to exceed the capacity
of 4G networks [8]. The transportation sector embraced connected
vehicle technology, enabling real-time fleet communication, traffic up-
dates, and diagnostics, which underscored the bandwidth constraints
of 4G [10]. In healthcare, telemedicine evolved from simple video con-
sultations to advanced services requiring high-quality video and remote
diagnostics, challenging the data and latency limits of 4G [11,12].

Public safety agencies also expanded 4G usage with body-worn
cameras, real-time emergency data sharing, and analytics. However,
network congestion during emergencies limited effectiveness [12]. In
agriculture, precision farming with drones, automated equipment, and
IoT sensors required real-time data handling, revealing further band-
width and latency issues [11,13]. The surge in connected devices and
IoT applications exacerbated these limitations, revealing the need for
a more robust solution [12]. This demand led to increased interest
in private 5G networks, which offer enhanced bandwidth, speed, and
capacity ideal for modern data-heavy applications. Private 5G supports
high-resolution data streaming, real-time processing, and robust con-
nectivity across industries like manufacturing, healthcare, logistics, and
agriculture, addressing the limitations of 4G while promoting efficiency
and innovation [11].

Private networks provide industry-specific solutions, enhancing
machine-to-machine communication for industrial automation [14-
18]. In healthcare, they secure patient data transmission and

telemedicine [19-21]. In logistics, private networks enhance tracking
and supply chain management [22-27]. The growing interest in pri-
vate networks is also fueled by advancements in 5G technology. 5G
networks promise higher data rates, ultra-low latency, and massive
connectivity, making them ideal for private network applications.
Enterprises are increasingly deploying private 5G networks to leverage
these capabilities for mission-critical applications [28]. Recent studies
have shown a significant increase in the number of private network
deployments globally. Countries like Germany and Japan have taken
proactive steps in allocating spectrum specifically for private network
use, recognizing their potential to drive innovation and economic
growth [29,30]. This global trend underscores the critical role private
networks play in the digital transformation of industries.

1.2. Contribution of our paper

This survey paper provides a comprehensive analysis of the state of
private networks, focusing on various critical aspects that are essential
for understanding and advancing this field. The key contributions of
our paper are as follows:

Examination of both private 4G/LTE and private 5G networks,
highlighting their features, benefits, and implementation chal-
lenges.

Extensive analysis of in-depth use cases for private 5G networks,
showcasing practical applications and their impact on various
industries.

Comprehensive review of spectrum sharing and availability across
different countries, providing a global perspective on regulatory
and operational considerations.

Discussion on architectural models for private networks, includ-
ing both standalone and non-standalone configurations.
Exploration of future spectrum needs and trends, addressing the
requirements for advancing private network technologies.
Overview of devices specifically designed for private 5G net-
works, evaluating their capabilities and market availability.
Insight into prospective private 6G networks, discussing the po-
tential advancements and future directions.

These contributions collectively provide a holistic view of private
network technologies, offering valuable insights for researchers, prac-
titioners, and policymakers involved in this evolving domain.

To guide the reader, the remainder of this paper is organized as
follows: Section 2 presents a review of related works in the field
of private 5G and spectrum sharing. Section 3 discusses global spec-
trum allocations for private 5G deployments. Section 4 covers various
architectures used for private deployments. Section 5 highlights the
advantages of private 5G over MNOs and Wi-Fi. In Section 6, we
explore real-world use cases for private networks utilizing spectrum
sharing. Section 7 identifies key challenges in private 5G deployments
and outlines potential mitigation strategies. Section 8 discusses the
future outlook of private networks. Finally, Section 9 concludes the
paper and suggests directions for future work.
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2. Related works

This section provides an overview of existing research on private
networks, CBRS, spectrum sharing, and network architectures, followed
by a comparative analysis of existing survey papers on private net-
works. This comprehensive review aims to highlight the current state
of research, identify gaps, and position the novelty of our survey paper.

2.1. Private networks

Private networks have garnered significant attention in recent years
due to their potential to offer secure, high-performance connectivity
tailored to specific organizational needs.

Bektas et al. (2021) present a framework for the rapid planning
of temporary private 5G networks using unsupervised machine learn-
ing. This approach addresses the challenges of antenna placement
and regulatory compliance, ensuring guaranteed quality of service
in ad-hoc deployments. The framework quickly and autonomously
determines optimal antenna positions and power levels for various sce-
narios, demonstrating its effectiveness in realistic private 5G network
environments [31].

This study by Kim et al. (2022) proposes a neural 5G traffic gen-
eration model and a spectrum requirement calculator for private 5G
networks. It utilizes a generative adversarial network (GAN) to gener-
ate realistic traffic based on actual data traces and probability-based
models for industrial applications. The spectrum requirements are cal-
culated using both frequency division duplexing (FDD) and time di-
vision duplexing (TDD), with simulations showing a bandwidth re-
quirement ranging from 22.0 MHz to 397.8 MHz depending on the
deployment scenario. This work is relevant for providing advanced
wireless connectivity across various industrial verticals and offers a
detailed methodology for accurate spectrum calculation [32]. Bektas
et al. (2021) examine the advantages of demand-based planning and
configuration for private 5G networks. They showcase a 5G-powered
racing platform, demonstrating different 5G Standalone Time Division
Duplex patterns for event-driven scenarios. The study highlights the
benefits of such configurations and proposes future explorations using
machine learning for live planning and network parameterization [33].

Brown (2019) explores the advantages of private 5G networks for
industrial IoT, emphasizing their ability to meet the coverage, per-
formance, and security requirements of Industry 4.0 applications. The
paper discusses how private 5G networks can optimize business pro-
cesses and address demanding industrial applications through innova-
tions in 5G technology, including network slicing and ultra-reliable
low-latency communications. The research highlights the importance
of spectrum availability and effective deployment strategies for the
success of private 5G networks in various industrial sectors [15]. The
study by Bavikatti et al. [34] evaluates the performance of a private 5G
standalone campus network at Technische Universitdt Kaiserslautern,
focusing on download/upload speeds, latency, and signal strength in
various environments. It reveals a gap between advertised and ac-
tual data rates, influenced by factors such as cell load and network
software versions, offering insights for optimizing private 5G network
deployments.

The 5G CONNI project investigates innovative solutions for private
5G networks and beyond, focusing on future smart factories leveraging
Industry 4.0 and 5G technologies. The project aims to define new archi-
tectures, develop advanced technologies, and validate these through a
cross-continental industrial private 5G network demonstration between
Taiwan and Europe. This research highlights the critical role of private
5G networks in meeting the specific and challenging requirements of
industrial applications [35]. The article by Aijaz provides a compre-
hensive technical overview of private 5G networks, emphasizing their
importance in the digital transformation of industrial systems driven by
Industry 4.0 and Industrial Internet initiatives. It discusses the concept
and functional architecture of private 5G, highlighting key benefits and
industrial use cases. The paper also explores spectrum opportunities for
private 5G networks, design aspects, and key challenges, along with
emerging standardization and innovation ecosystems [36].
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2.2. Survey paper comparison

Table 1 presents a comparative analysis of our paper and all existing
survey papers on private networks. This comparison highlights the
scope and focus areas of each publication, covering aspects such as
private 4G/LTE implementations, private 5G architectures, detailed
use cases, spectrum sharing mechanisms, architecture models, future
spectrum needs, and prospective private 6G developments.

Eswaran and Honnavalli [28] provide comprehensive and detailed
coverage of private 5G networks with extensive analysis of architecture
models, particularly focusing on Standalone (SA) and Non-Standalone
(NSA) deployment scenarios. Their work includes thorough technical
specifications, performance metrics, and implementation guidelines for
private 5G systems. While they briefly touch upon use cases for private
5G applications in industrial settings, their treatment of spectrum shar-
ing considerations remains limited to basic CBRS framework discussion,
and future spectrum needs are only superficially addressed. Notably,
their survey completely omits private 4G/LTE implementations, which
remain crucial for many industrial deployments seeking gradual migra-
tion paths, and provides no coverage of device ecosystems for private
5G or prospective private 6G developments.

Angin et al. [37] focus specifically on private 5G networks within
the European regulatory context, providing detailed security analysis
and threat assessment frameworks with brief mention of industrial
and enterprise use cases. Their work emphasizes privacy protection
mechanisms and data security protocols specific to European GDPR
compliance requirements. However, their survey does not cover spec-
trum sharing mechanisms, architectural deployment models (SA/NSA),
future spectrum allocation needs, private 4G/LTE legacy systems, de-
vice compatibility considerations for private 5G, or emerging private
6G technologies and their potential applications.

M. Wen et al. [38] provide a thorough and comprehensive ex-
amination of private 5G networks, covering technical architectures,
deployment strategies, and performance optimization techniques while
briefly addressing industrial use cases, spectrum sharing considerations
within the CBRS framework, and basic architectural models including
edge computing integration. Their work includes detailed analysis of
network slicing, quality of service guarantees, and interference man-
agement. However, their survey does not explore future spectrum
allocation requirements, private 4G/LTE legacy system integration,
comprehensive device ecosystem analysis for private 5G, or prospec-
tive private 6G developments and their implications for enterprise
deployments.

Wang and Jain [39], in their unpublished work, briefly mention pri-
vate 5G network fundamentals and basic spectrum sharing approaches
within the United States regulatory framework. Their preliminary anal-
ysis touches on deployment considerations and cost-benefit assessments
for enterprise applications. However, their survey lacks depth and
does not cover detailed industrial use cases, comprehensive architec-
ture models, future spectrum allocation needs, private 4G/LTE system
considerations, device compatibility analysis for private 5G implemen-
tations, or future private 6G technology roadmaps and their potential
impact on private networking.

Prados-Garzon et al. [40] provide comprehensive and detailed cov-
erage of private 5G networks, including extensive technical analysis
of network architectures, deployment models, and performance opti-
mization strategies while briefly addressing enterprise and industrial
use cases and basic architectural models including SA/NSA considera-
tions. Their work includes thorough examination of network function
virtualization, software-defined networking integration, and quality of
service mechanisms. However, their survey does not explore spectrum
sharing mechanisms, future spectrum allocation requirements, private
4G/LTE legacy system integration, comprehensive device ecosystem
coverage for private 5G, or future private 6G developments and their
technological implications.
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Table 1
A comparison of all existing private network survey papers.

Ref. Year Published in Private 5G Detailed use Spectrum Arch models  Future Private Devices for Future
cases for sharing and (SA/NSA) spectrum 4G/LTE private 5G private 6G
private 5G global needs

availability
Eswaran and 2022  Springer 4 A A v A
Honnavalli [28] Telecom-
munication
Systems

Angin et al. [37] 2022 ICT ReBICTE v VAN

M. Wen et al. 2022  IEEE JSTSP 4 A A A

[38]

Wang and Jain 2021 Not Published yaN A

[39]

Prados-Garzon 2021 IEEE Access v yAN A\

et al. [40]

Maman et al. 2021  J Wireless Com v/ v v v A

[41] Network

Patwary et al. 2022 IEEE Access v v v v

[42]

Scalise et al. 2025  Future internet yaN A

[43]

This survey 2024 Not published v v v v v v v v

paper

Note:

1. The v symbol indicates that the aspect is covered in detail in the reference.

2. The /\ symbol means that this aspect is only mentioned briefly or with other contents but not discussed comprehensively in a single section in the reference.

3. A blank means that this aspect is not covered at all in the reference.

Maman et al. [41] offer detailed and comprehensive analysis of
private 5G networks, including extensive coverage of industrial and
enterprise use cases, thorough spectrum sharing considerations within
multiple regulatory frameworks, and comprehensive architecture mod-
els encompassing both technical and business perspectives. Their work
provides in-depth analysis of deployment strategies, cost optimiza-
tion, and performance benchmarking across various industry verticals.
While they briefly touch upon future private 6G developments from
a conceptual standpoint, their survey does not address future spec-
trum allocation needs, private 4G/LTE legacy system integration, or
comprehensive device ecosystem analysis for private 5G networks.

Patwary et al. [42] thoroughly examine private 5G networks with
comprehensive analysis of technical capabilities and performance char-
acteristics, detailed spectrum sharing considerations across multiple
frequency bands, extensive future spectrum allocation needs and regu-
latory implications, and comprehensive future private 6G developments
including technological roadmaps and potential applications. Their
work provides detailed technical analysis of emerging technologies and
their integration with private networks. However, their survey does not
cover detailed industrial use cases, specific architecture deployment
models (SA/NSA), private 4G/LTE legacy system considerations, or
comprehensive device ecosystem coverage for private 5G networks.

Scalise et al. [43] primarily discuss the identity management and
security architecture of private 5G networks with detailed analysis
of authentication mechanisms and privacy protection protocols, while
providing some consideration of future 6G developments from a se-
curity and identity perspective. Their work focuses on user identity
protection, access control mechanisms, and security framework de-
velopment. However, their survey does not cover detailed industrial
and enterprise use cases, comprehensive spectrum sharing mechanisms,
future spectrum allocation demands and regulatory considerations,
private 4G/LTE legacy system integration, or device-level compatibility
aspects related to private 5G network deployments.

Comparative Analysis of Existing Survey Literature

Our comprehensive analysis of existing survey papers reveals sig-
nificant gaps in the current literature that our work addresses. The
comparative evaluation demonstrates that while several surveys focus

on specific aspects of private networks, none provides the holistic
coverage that enterprises and researchers require for complete un-
derstanding and implementation guidance. Eswaran and Honnavalli’s
work, while thorough in private 5G coverage, completely omits private
4G/LTE implementations, which remain crucial for many industrial
deployments seeking gradual migration paths. Similarly, their limited
treatment of use cases and absence of device-specific discussions creates
gaps for practitioners seeking concrete implementation guidance.

The analysis reveals a concerning trend where most existing sur-
veys treat spectrum sharing as a secondary consideration rather than
a fundamental enabler of private networks. Wang and Jain’s work
exemplifies this limitation, providing only brief mentions of spectrum
sharing without exploring its critical role in making private networks
economically viable. This oversight is particularly significant given
that spectrum availability and sharing mechanisms directly impact
deployment feasibility and operational costs. Furthermore, the absence
of future spectrum needs discussion in most surveys limits their utility
for strategic planning and long-term investment decisions.

Most notably, the literature demonstrates a clear bias toward cur-
rent technologies, with limited vision for future developments. Only
two surveys (Maman et al. and Patwary et al.) address future private
6G developments, and even these provide limited depth. This represents
a critical gap for organizations seeking to make technology investments
that will remain relevant over extended deployment lifespans. The lack
of comprehensive device ecosystem coverage across all surveys also
limits practical implementation guidance, as device availability and
compatibility significantly impact deployment success.

Our survey distinguishes itself by providing the only comprehensive
treatment spanning all critical dimensions: private 4G/LTE founda-
tions, detailed private 5G implementations, extensive use case analy-
sis, comprehensive spectrum sharing mechanisms, architectural models
comparison, future spectrum requirements, device ecosystem coverage,
and forward-looking private 6G developments. This holistic approach
enables readers to understand not just individual technologies, but their
interrelationships and evolution paths, providing essential guidance
for both immediate implementation decisions and strategic technology
planning.
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3. Global spectrum allocations for private 5G deployments

As private 5G networks become increasingly vital for supporting ad-
vanced applications across various industries, understanding the spec-
trum allocations and regulatory frameworks of different countries is
essential. These allocations define the frequency bands, maximum spec-
trum allocations, lease durations, and power limits, which collectively
influence the deployment and performance of private 5G networks.
Table 3 provides a comprehensive overview of spectrum allocations
and transmit power limits for private 5G deployments across several
countries. This table highlights the availability of private 5G (P5G)
spectrum, the specific frequency bands, frequency ranges, maximum
spectrum allocation per enterprise, lease durations, and the maximum
indoor radiated power allowed.

3.1. Spectrum sharing models

Spectrum sharing optimizes frequency use in modern telecommuni-
cations, exemplified by the CBRS framework in the United States. This
dynamic three-tiered model includes Incumbent Access, PAL, and GAA
users. Incumbent Access is reserved for primary users (e.g., military and
government systems) that retain uninterrupted access. PAL is licensed
access, awarded through an auction process, which provides prioritized
spectrum availability with specific usage rules. GAA enables unlicensed,
opportunistic access when the spectrum is not occupied by either in-
cumbents or PAL users. Several studies have been conducted to analyze
different aspects of spectrum sharing within this framework. Tusha
et al. present a real-world CBRS deployment analysis that focuses on co-
channel interference (CCI) and adjacent channel interference (ACI) in
a commercial network. Their study highlights that the Spectrum Access
System (SAS) does not manage interference for GAA users effectively,
emphasizing the need for dynamic channel selection [44].

Gao and Sahoo (2019) investigated the performance of a GAA
coexistence scheme in the CBRS band, focusing on minimizing mutual
interference among GAA users while ensuring high spectrum utiliza-
tion. Their study evaluated one of the Wireless Innovation Forum’s
recommended coexistence schemes using actual terrain and land cover
data in the USA [45]. Jai et al. (2021) developed a mathematical
framework for optimal channel allocation in the CBRS band, address-
ing the coexistence of PAL holders, GAA users, and shipborne radar
incumbents with real-world data from Virginia’s east coast to ensure
both interference protection and efficient spectrum utilization [46].
Berry et al. (2023) review the CBRS framework and evaluate its tech-
nical and economic impacts, demonstrating the advantages of dynamic
spectrum sharing in reducing costs and delays in commercial spec-
trum allocation [47]. Agarwal et al. (2022) provide a comprehensive
survey on CBRS, detailing its hierarchical architecture, regulatory and
standardization process, and industrial developments; they also dis-
cuss optimal spectrum sharing and resource allocation schemes while
identifying open research issues [48]. Ghosh and Berry (2020) explore
the entry and investment decisions of spectrum access firms using
a game-theoretic model that examines PAL bidding and investment
levels, illustrating how licensed spectrum availability influences market
competition [49]. Kang, Balachandran, and Buchmayer (2018) inves-
tigate the coexistence performance of GAA use cases with LTE-TDD
technologies by evaluating channel allocation solutions managed by
a Coexistence Manager (CxM) in a 3D city environment. Their study
highlights a trade-off between conservative frequency reuse in indoor
Pico networks and increased capacity in outdoor Micro networks [50].
Further, Gao and Sahoo (2020) analyze the performance impact of Co-
existence Groups (CxGs) in a GAA-GAA coexistence scheme within the
CBRS band using real terrain data, providing insights into interference
management and operational efficiency [51]. Gao, Sahoo, and Bradford
(2020) evaluate an alternative coexistence approach (Approach 3) for
GAA users, offering insights into how to minimize mutual interference
and enhance spectrum utilization [52].
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Hikmaturokhman et al. (2022) propose a novel formula for cal-
culating spectrum usage fees for 5G-mmWave private networks in
Indonesian industrial areas, adopting the ITU-R SM.2012-5 framework
and incorporating the Indonesia Industry Readiness Index 4.0 to sup-
port cost-effective deployment [53]. Guo et al. (2022) discuss the
design of customized 5G and beyond private networks (C5GBPN) for
industrial verticals, proposing a flexible paradigm that integrates ultra-
reliable low-latency communications (URLLC), enhanced mobile broad-
band (eMBB), Massive Machine Type Communications (mMTC), and
positioning services to overcome limitations of public networks [54].
Bajracharya, Shrestha, and Jung (2020) examine the utilization of
unlicensed spectrum via NR-U to support Industry 4.0 applications, ad-
dressing regulatory challenges and proposing solutions such as shared
maximum channel occupancy time (MCOT) and self-organized net-
works (SON) to enhance reliability and performance [55]. Chakraborty
and Rao (2024) analyze the temporal and spatial behavior of the
SAS using a Markov chain model, revealing complexities in spec-
trum availability reporting and proposing strategies to enhance en-
tropy [56]. Rachakonda et al. (2024) provide a comprehensive study
on privacy and security challenges in IoT with a focus on spectrum
sharing in next-generation networks, highlighting the benefits and
drawbacks of various spectrum-sharing technologies and proposing
directions for future research [57]. For another perspective, V. Sathya
et al. (2024) analyze battery efficiency in Wi-Fi, CBRS, and macro
networks, finding that CBRS-based 5G LAN systems have lower battery
consumption due to interference-free channels and efficient resource
allocation [58]. Sathya et al. also present a comparative study of WLAN
and 5G LAN (CBRS) systems for enterprise applications, demonstrating
superior performance of 5G LAN in latency, packet drop, and through-
put under high load conditions [59]. Their further analyses of dense
warehouse deployments [60] and roaming performance [61] emphasize
the advantages of CBRS in supporting robust 5G private networks.

Table 2 summarizes the key studies discussed above, outlining their
focus areas, methodologies, and contributions toward understanding
the efficacy of spectrum sharing models in supporting 5G private
networks.

Comprehensive Analysis of Spectrum Sharing Research Land-
scape

The systematic analysis of spectrum sharing studies reveals a mature
research ecosystem with distinct focus areas that collectively demon-
strate the viability and complexity of dynamic spectrum access in
private networks. Performance-focused studies (Tusha et al. Gao and
Sahoo, Kang et al.) consistently reveal that while CBRS framework
enables successful spectrum sharing, significant challenges remain in
interference management, particularly for GAA users who lack dedi-
cated protection mechanisms. These findings indicate that current SAS
implementations require enhancement to provide more sophisticated
interference coordination, suggesting that pure market-based spectrum
sharing has limitations that necessitate more intelligent coordination
mechanisms.

Economic and regulatory studies (Berry et al. Ghosh and Berry,
Agarwal et al.) demonstrate compelling evidence that dynamic spec-
trum sharing reduces both deployment costs and regulatory complex-
ity compared to traditional exclusive licensing approaches. The CBRS
framework’s success in generating substantial auction revenues ($4.6
billion in PAL auctions) while simultaneously enabling GAA access
proves that shared spectrum models can satisfy both government rev-
enue requirements and commercial deployment needs. However, the
investment behavior analysis reveals that PAL holders often under-
utilize acquired spectrum, suggesting that auction mechanisms may
need refinement to ensure efficient spectrum utilization rather than
speculative holding.

Technical implementation studies (Jai et al. Gao et al. Hikmatur-
okhman et al.) reveal that successful spectrum sharing requires sophis-
ticated mathematical frameworks and real-world environmental con-
siderations that significantly impact performance. The geographic and
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Table 2

Summary of spectrum sharing studies with detailed analysis [44-61].
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Study

Focus/Methodology

Key findings and relevance

Limitations and gaps

Tusha et al. [44]

Real-world CBRS deployment
analysis

Identified CCI and ACI issues for
GAA users; highlighted SAS
limitations in managing interference.

Limited to single geographical area;
lacks multi-vendor equipment testing; no
long-term performance analysis.

Gao and Sahoo
(2019) [45]

GAA coexistence scheme
using terrain data

Minimized mutual interference
among GAA users and optimized
bandwidth allocation.

Simulation-based study; limited
real-world validation; focuses only on
GAA tier interactions.

Jai et al. (2021) [46]

Mathematical framework for
channel allocation

Ensured interference protection and
efficient spectrum utilization among
PAL, GAA, and incumbents.

Theoretical model lacks practical
implementation details; limited to
specific geographic region; no economic
analysis.

Berry et al. (2023)
[47]

Review of the CBRS
three-tier model

Assessed technical and economic
impacts; demonstrated benefits of
dynamic spectrum sharing.

Review paper with limited original
research; lacks detailed technical
implementation guidance; US-centric
perspective.

Agarwal et al. (2022)
[48]

Comprehensive survey on
CBRS

Detailed CBRS architecture,
regulatory process, and resource
allocation; identified open research
areas.

Survey format limits practical insights;
insufficient coverage of global spectrum
sharing models; lacks performance
benchmarks.

Ghosh and Berry
(2020) [49]

Game-theoretic analysis of
PAL bidding

Illustrated the impact of licensed
spectrum on market competition.

Theoretical economic model; limited
real-world market validation; focuses
only on PAL tier economics.

Kang et al. (2018)
[50]

Evaluation of LTE-TDD
based coexistence

Discussed trade-offs between
conservative frequency reuse and
network capacity.

Limited to LTE-TDD technology;
simulation-based results; lacks
comprehensive interference mitigation
strategies.

Gao and Sahoo
(2020) [51]

Performance analysis of
Coexistence Groups (CxGs)

Provided metrics for interference
management and operational
efficiency in GAA schemes.

Focuses only on CxG mechanisms;
limited scalability analysis; lacks
multi-technology coexistence evaluation.

Gao, Sahoo, and
Bradford (2020) [52]

Evaluation of an alternative
GAA coexistence approach
(Approach 3)

Offered insights into minimizing
mutual interference and enhancing
spectrum utilization.

Limited to single coexistence approach;
lacks comparative analysis with other
methods; simulation-based validation
only.

Hikmaturokhman
et al. (2022) [53]

Spectrum fee calculation
model

Proposed a novel fee formula that
supports cost reduction for
5G-mmWave deployments.

Country-specific model; limited
applicability to other regulatory
frameworks; lacks market adoption
validation.

Guo et al. (2022)
[54]

Design of customized private
networks

Proposed integration of URLLC,
eMBB, mMTC, and positioning for
industrial applications.

Conceptual framework lacks
implementation details; limited spectrum
efficiency analysis; no cost-benefit
evaluation.

Bajracharya, Shrestha,
and Jung (2020) [55]

Analysis of NR-U in
unlicensed spectrum

Addressed regulatory challenges and
proposed solutions (MCOT and SON)
for Industry 4.0.

Limited to unlicensed spectrum only;
lacks comprehensive interference
analysis; theoretical solutions without
validation.

Chakraborty and Rao
(2024) [56]

Temporal and spatial
analysis of SAS using a
Markov chain model

Revealed complexities in spectrum
availability reporting; proposed
strategies for enhanced entropy.

Mathematical model lacks practical
implementation; limited to SAS behavior
analysis; no end-user impact assessment.

Rachakonda et al.
(2024) [57]

Study on privacy and
security in IoT with
spectrum sharing

Highlighted the benefits of efficient
spectrum utilization and proposed
future security research.

Security-focused with limited spectrum
efficiency analysis; lacks practical
deployment guidelines; theoretical
security framework.

V. Sathya et al.
(2024) [58]

Analysis of battery efficiency
in Wi-Fi, CBRS, and macro
networks

Found lower battery consumption in
CBRS-based 5G LAN systems
compared to Wi-Fi.

Limited device types tested; specific use
case scenarios; lacks large-scale
deployment validation.

Sathya et al.
(Commercial Study)
[59]

Comparative study of WLAN
and 5G LAN systems

Demonstrated superior performance
of 5G LAN in latency, packet drop,
and throughput under high load.

Limited to enterprise environments;
specific vendor equipment; lacks cost
comparison analysis.

Sathya et al.
(Warehouse
Deployment) [60]

Performance analysis in
dense warehouse settings

Showed that CBRS maintained low
packet drops and latency,
outperforming Wi-Fi in dynamic
conditions.

Single environment testing; limited
mobility scenarios; lacks interference
from external sources analysis.

Sathya et al.
(Roaming
Performance) [61]

Analysis of roaming between
Wi-Fi and private networks

Emphasized challenges in Wi-Fi
roaming and the benefits of CBRS for
improved service continuity.

Limited roaming scenarios tested;
specific device types; lacks seamless
handover mechanism evaluation.

environmental specificity of interference patterns means that spectrum
sharing solutions cannot rely on generic models but must incorporate
detailed terrain data, building characteristics, and usage patterns. This

finding has profound implications for global spectrum sharing adop-
tion, as each regulatory environment will require customized technical
frameworks rather than simple replication of CBRS models.
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Table 3

Spectrum allocations and transmit power limits for private 5G deployments in several countries [62].
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Country P5G spectrum Freq band Freq range Max spectrum Max lease duration = Max indoor radiated Spectrum Spectrum sharing
available? [MHz] allocation per [years] power [dBm] management techniques
enterprise organization
USA Yes N48 3550-3700 150 MHz None 30 dBm FCC, SAS providers Dynamic Spectrum
Sharing (DSS, CBRS)
Mexico Yes N78 3550-3600 50 MHz TBD 30 dBm [TBC] IFT, MNOs DSS
Brazil Yes N78 3700-3800 100 MHz TBD 30 dBm ANATEL DSS
Belgium Yes N77 3800-4200 40 MHz TBD 30 dBm BIPT Shared access
Netherlands Yes N78 3400-3450 & 50 MHz + Until 2040 31 dB pV/m/5 MHz RDI DSS
3750-3800 50 MHz at 3 m height
Ireland Yes N77 TBD TBD TBD TBD ComReg Shared access
Germany Yes N78 3700-3800 100 MHz 10 years 32 dB pV/m/5 MHz BNetzA DSS
at 3 m height
Switzerland Yes N78 3400-3500 100 MHz TBD TBD BAKOM/ OFCOM Shared access
China Yes N78 3300-3400 100 MHz TBD TBD MIIT, MNOs Spectrum sharing
with incumbents
Japan Yes N79 4600-4900 300 MHz 15 years 27 dBm Soumu Local licensing
South Korea Yes N78 3420-3700 280 MHz 10 years 30 dBm Ministry of Science  DSS
and ICT
Turkey Yes N78 3300-3800 100 MHz 10 years 30 dBm ICTA Spectrum sharing
with incumbents
Australia Yes N78 3300-3800 100 MHz 10-20 years 30 dBm ACMA Leased spectrum
France Yes N78 3300-3800 100 MHz 10-15 years 30 dBm ARCEP Leased spectrum
Canada Yes N78 3300-3800 200 MHz 20 years 30 dBm ISED Spectrum sharing

with incumbents

Industrial application studies (Guo et al. Bajracharya et al. Sathya
et al.) provide compelling evidence that spectrum sharing enables
private network deployments that would otherwise be economically
unfeasible, particularly for industrial IoT and specialized applications.
The battery life and performance comparisons consistently favor CBRS-
based private networks over Wi-Fi alternatives, primarily due to
interference-free operation and efficient resource allocation. However,
these studies also reveal that deployment success heavily depends on
proper network planning and integration with existing industrial sys-
tems, suggesting that spectrum sharing technology requires significant
implementation expertise to realize its full potential.

The following subsections examine the specifics for each country
listed.

3.2. North America

Spectrum sharing is a regulatory approach that allows multiple users
to access the same frequency band under defined conditions, thereby
maximizing spectrum efficiency. Unlike traditional exclusive spectrum
allocations, it enables different users to share portions of the band as
long as they adhere to the rights and priorities of primary users. This
approach is particularly effective in bands where critical services — such
as military radar and defense communications — operate intermittently,
leaving spectral resources underutilized. In turn, secondary users may
access these frequencies when primary users are inactive, optimizing
the overall utilization of valuable spectrum.

In the United States, the FCC implemented spectrum sharing in the
3.5 GHz band through the CBRS framework. The 3.5 GHz mid-band,
often called the “sweet spot” for wireless communications due to its
optimal balance between coverage and capacity, is heavily used by
government entities. To enhance its commercial potential, the CBRS
initiative divides the 3.5 GHz band into three tiers — Incumbent Access,
PAL, and GAA - each governed by specific usage rules [63] (see Fig.
2).

Within this framework:

» Tier 1 (Incumbent Access): Reserved for primary users, prin-
cipally the U.S. Department of Defense and other government
entities, ensuring uninterrupted operation of critical services.

» Tier 2 (Priority Access License, PAL): Provides licensed, sec-
ondary access obtained through auction. PAL holders enjoy pri-
ority over unlicensed users but must yield to Tier 1 incumbents
as needed.

Tier 3 (General Authorized Access, GAA): Offers opportunistic,
unlicensed access to the remaining spectrum, suited for applica-
tions such as Wi-Fi offloading, IoT connectivity, and private LTE
deployments, with GAA users deferring to both incumbent and
PAL users.

In the USA, private 5G spectrum is available in the N48 band
(3550-3700 MHz) under the CBRS framework, allowing up to 150
MHz of spectrum with no fixed maximum lease duration. The FCC
oversees this framework, which uses SAS providers to dynamically
assign spectrum and prevent interference. The maximum indoor ra-
diated power is 30 dBm, supporting robust network performance in
various environments [63-65]. Mexico offers private 5G spectrum in
the N78 band (3550-3600 MHz), with up to 50 MHz accessible for
enterprises. The Federal Telecommunications Institute (IFT) and MNOs
manage spectrum allocation, employing Dynamic Spectrum Sharing
(DSS) techniques. The maximum indoor radiated power is 30 dBm,
enhancing signal penetration within indoor settings [66,67]. Canada
provides private 5G spectrum in the N78 band (3300-3800 MHz), with
up to 200 MHz available for 20 years. Innovation, Science and Eco-
nomic Development Canada (ISED) oversees spectrum allocation, using
spectrum sharing with incumbents. The maximum indoor radiated
power is 30 dBm [62,68].

3.3. South America

In Brazil, private 5G spectrum is available in the N78 band (3700-
3800 MHz), with up to 100 MHz accessible for enterprises. ANATEL
oversees spectrum allocation and employs DSS techniques. The max-
imum indoor radiated power is 30 dBm, ensuring effective indoor
coverage [69,70].
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Fig. 2. The Three-Tier CBRS Architecture: This diagram illustrates the CBRS framework, divided into Incumbents, PALs, and GAA, each with distinct levels of access and protection

for efficient use of the 3550-3700 MHz band.

3.4. Europe

Belgium provides private 5G spectrum in the N77 band (3800-
4200 MHz), with up to 40 MHz accessible for enterprises. Belgian
Institute for Postal Services (BIPT) manages spectrum allocation, uti-
lizing Shared Access techniques. The maximum indoor radiated power
is 30 dBm, supporting various high-performance applications [71,
72]. The Netherlands offers private 5G spectrum in the N78 band
(3400-3450 MHz and 3750-3800 MHz), with two 50 MHz blocks
available until 2040. RDI oversees spectrum allocation, using DSS
techniques. The maximum indoor radiated power is 31dB pV/m/5
MHz at 3 m height [73,74]. In Ireland, private 5G spectrum in the
N77 band is available, but specific details are still TBD. ComReg
oversees spectrum allocation, likely employing Shared Access tech-
niques [75-77]. Germany provides private 5G spectrum in the N78
band (3700-3800 MHz), with up to 100 MHz available for 10 years.
Bundesnetzagentur (BNetzA) manages spectrum allocation, employing
DSS techniques. The maximum indoor radiated power is 32dB pV/m/5
MHz at 3 m height [78-80]. Switzerland offers private 5G spectrum in
the N78 band (3400-3500 MHz), with up to 100 MHz accessible. Fed-
eral Office of Communications (BAKOM/OFCOM) oversees spectrum
allocation, using Shared Access techniques. Specific lease duration and
power limits are TBD [81-83]. France offers private 5G spectrum in
the N78 band (3300-3800 MHz), with up to 100 MHz available for
10-15 years. France’s Regulatory Authority for Electronic Communica-
tions, Postal Affairs and Press Distribution (ARCEP) oversees spectrum
allocation, using leased spectrum techniques. The maximum indoor
radiated power is 30 dBm [62,84].

3.5. Asia

China’s private 5G spectrum in the N78 band (3300-3400 MHz)
allows up to 100 MHz for enterprises. Ministry of Industry and Infor-
mation Technology (MIIT) and MNOs manage allocation, using spec-
trum sharing with incumbents. Lease duration and power limits are
TBD [85-87]. Japan offers private 5G spectrum in the N79 band
(4600-4900 MHz), with up to 300 MHz available for 15 years. Soumu
manages spectrum allocation, using local licensing techniques. The
maximum indoor radiated power is 27 dBm [88-90]. South Korea
provides private 5G spectrum in the N78 band (3420-3700 MHz), with
up to 280 MHz available for 10 years. The Ministry of Science and
ICT manages allocation, using DSS techniques. The maximum indoor
radiated power is 30 dBm [91-93]. Turkey offers private 5G spectrum
in the N78 band (3300-3800 MHz), with up to 100 MHz available for
10 years. ICTA oversees spectrum allocation, using spectrum sharing
with incumbents. The maximum indoor radiated power is 30 dBm [62].

3.6. Australia

Australia provides private 5G spectrum in the N78 band (3300-3800 MHz),

with up to 100 MHz available for 10-20 years. Australian Communica-
tions and Media Authority (ACMA) manages spectrum allocation, using
leased spectrum techniques. The maximum indoor radiated power is 30
dBm [62,94].

// Add this new subsection in Section 3

3.7. Alternative spectrum access methods for private networks

In countries where all spectrum is allocated to operators’ pub-
lic networks and dedicated private spectrum is unavailable, organi-
zations must explore alternative approaches to deploy private net-
works. These alternatives include operator collaboration models and
unlicensed spectrum solutions that can provide cost-effective private
network deployment options.

Operator Collaboration Models: When dedicated spectrum is un-
available, private network deployment requires negotiation with mo-
bile network operators (MNOs) for spectrum sharing arrangements or
network slicing services. This collaborative approach enables enter-
prises to access cellular spectrum through service agreements with op-
erators, though it inherently involves operational costs and dependency
on operator infrastructure.

License Assisted Access (LAA) Solutions: LAA technology enables
LTE networks to utilize unlicensed 5 GHz spectrum alongside licensed
spectrum, providing additional capacity for private network deploy-
ments. LAA employs listen-before-talk (LBT) mechanisms to coexist
with Wi-Fi and other unlicensed users, making it a viable option for
private networks in spectrum-constrained environments [95,96].

NR-Unlicensed (NR-U) Technology: NR-U extends 5G New Radio
capabilities to unlicensed spectrum bands, including 5 GHz and 6 GHz
frequencies. This technology allows private 5G networks to leverage
unlicensed spectrum while maintaining 5G performance characteristics,
providing enterprises with deployment flexibility without requiring
licensed spectrum allocations [97,98].

These alternative approaches offer practical solutions for private
network deployment in regulatory environments where dedicated spec-
trum allocation is not available. While the ideal solution remains
dedicated spectrum allocation, LAA and NR-U technologies provide
viable pathways for cost-conscious deployments that can adapt to any
country’s regulatory framework [99-101].

4. Architectures for private deployment

First, we review several studies that explore various aspects of
network architectures in private 5G deployments, including perfor-
mance enhancements, resource allocation strategies, and security mea-
sures. Then, we explain the three main architectures used in private
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deployments — 4G, non-standalone, and completely standalone 5G —
highlighting that each offers distinct benefits and is tailored for specific
deployment scenarios.

4.1. Network architectures in private deployments

Luo et al. (2021) investigate the design and performance of in-band
full-duplex (IBFD) private 5G networks in the FR2 band (<24.250 GHz).
Their work emphasizes the use of large-scale antenna arrays, RF beam-
forming, and self-interference cancellation (SIC) schemes to support
URLLC and URLLCeMBB simultaneously. They also introduce a game-
theoretic user allocation algorithm to minimize co-channel interference
(CCID), demonstrating significant improvements in bit error rate (BER)
and spectral efficiency (SE).

The document by Braun et al. details an architecture for build-
ing and managing Quality of Service (QoS)-enabled virtual private
networks (VPNs) over the Internet. It introduces the fundamental tech-
nologies necessary for secure VPNs with QoS support, explains the
vision of a QoS-enabled VPN service, and provides an implementation
scenario for achieving both security and QoS.

Homayouni et al. (2023) explore the practical realization of a
private 5G standalone network tailored for vertical industries, with a
special focus on smart factory applications. Their study provides a com-
prehensive overview of the conceptual architecture, deployment, and
operational demonstrations, including key performance metrics such as
uplink/downlink performance and round-trip-time delay. Additionally,
another work by Homayouni et al. (2023) evaluates the 3GPP Release
16 specifications for indoor positioning within a private 5G network
in smart factory environments, showing positioning accuracy ranging
from less than a meter up to a few meters.

Turchet and Casari (2023) assess the capability of private 5G stan-
dalone (SA) versus public 5G non-standalone (NSA) architectures to
support Networked Music Performances (NMPs). Their analysis of net-
work metrics - including end-to-end latency and packet error ratio —
demonstrates that the private 5G SA network, with edge computing
integration, meets the stringent latency and reliability requirements
needed for realistic music interplay.

John et al. (2022) describe a reference deployment of a mini-
mal open-source private 5G SA system for industry and campus en-
vironments. Their work underscores deployment challenges associated
with open-source implementations, highlighting a cost-effective solu-
tion that achieves basic connectivity alongside measurable latency and
throughput.

Arpitha and Anand (2022) design, dimension, and test a 5G Core
(5GC) network using SDN-NFV technologies for services such as Indus-
trial internet of things (IIoT),MCS (Modulation and Coding Scheme),
C-V2X (Cellular Vehicle-to-Everything) and VoNR (Voice over New
Radio). Their study addresses capacity and functional requirements for
industrial sectors like oil and gas, and demonstrates efficient handling
of significant user and device loads.

Vosteen et al. (2022) perform a security analysis for private 5G
industrial SA deployments by using off-the-shelf components and open-
source software. They identify potential attack vectors and propose
measures to improve network security through additional testing. Com-
plementarily, Tripathi, Thakur, and Tamma (2022) analyze insider
attacks on standalone non-public 5G networks using attack graphs and
offer recommendations for strengthening security controls.

4.2. 4G architecture

Private 4G networks, commonly referred to as private LTE, pro-
vide a dedicated and isolated network infrastructure that operates
independently of public cellular networks. This architecture is ideally
suited for environments that require high reliability, low latency, and
secure communications, such as manufacturing, logistics, and public
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Fig. 3. Private 4G network architecture.

safety [102,103]. In these deployments, the network is designed and
optimized to meet the specific operational demands of an enterprise.

The private 4G architecture comprises several key components, as
illustrated in Fig. 3:

4G Core (EPC): The EPC is the central component of the 4G LTE
system and is responsible for user authentication, mobility man-
agement, and data routing. Its centralized architecture ensures
efficient handling of both signaling and data, which is vital for
maintaining network reliability [104].

Base Stations (eNodeBs or eNBs): These radio access points are
deployed strategically to ensure robust coverage and sufficient
capacity. Optimal placement of eNodeBs is critical, especially in
industrial settings where physical obstructions and interference
can affect signal quality.

User Equipment (UE): Devices such as smartphones, tablets, and
specialized IoT devices (including industrial sensors and auto-
mated guided vehicles) rely on the network to perform critical
communication functions [102].

Backhaul Network: This component connects the eNodeBs to
the EPC, ensuring reliable data transmission across the network.
Backhaul can be implemented via wired or wireless methods, and
its performance directly influences the overall network through-
put and latency.

Network Management System (NMS): The NMS monitors, man-
ages, and optimizes network performance, ensuring that all com-
ponents operate in harmony and that deployment-specific re-
quirements are consistently met [103].

Despite its advantages, the private 4G architecture exhibits several
significant limitations that hinder its suitability for modern industrial
deployments. One of the primary constraints is its limited scalability,
which stems from the inherent spectral efficiency of 4G technology. The
modulation schemes and coding techniques employed in 4G, although
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effective under moderate conditions, are not designed to handle the
high-density, data-intensive requirements of today’s enterprise envi-
ronments. This limitation is compounded by the reliance on legacy
protocols that lack the advanced features needed to support dynamic
network slicing and adaptive resource management.

Moreover, the overall performance of 4G networks in terms of
data rates and latency is inadequate for many contemporary applica-
tions. In industrial settings where machine-critical processes depend
on rapid data exchange and immediate response times, even slight
delays can lead to substantial inefficiencies or operational risks. The
typical throughput and latency metrics of 4G are often insufficient for
applications that demand ultra-low latency and high throughput, such
as real-time control systems and automated production lines.

Furthermore, as the number of IoT devices increases and data
consumption continues to surge, 4G networks face growing challenges
in future-proofing their infrastructure. The legacy design of 4G does not
easily accommodate the massive connectivity and higher performance
requirements projected for the near future. These factors collectively
make it challenging for 4G networks to sustain the evolving demands
of modern industries [102-104].

4.3. NSA 5G architecture

The NSA 5G architecture enables early deployment of 5G services
by leveraging an existing 4G LTE infrastructure. In NSA, the 5G New
Radio (NR) is integrated with the 4G Evolved Packet Core (EPC), where
the control plane continues to operate through the 4G core, while the
user plane can utilize 5G radio capabilities. This configuration supports
higher throughput and lower latency than pure 4G, offering a practical
step toward full 5G deployment [105].

NSA is widely adopted by MNOs seeking rapid rollout of 5G without
waiting for full 5G Core (5GC) readiness. Major carriers such as Verizon
and AT&T have used NSA architecture to introduce 5G coverage by
building upon their established 4G networks [106]. This hybrid setup
minimizes deployment cost and time while extending 5G availability.

While NSA is typically associated with public networks, it can also
be employed in private network scenarios. A key clarification is that
NSA does not necessarily require reliance on public MNO infrastruc-
ture. A private 4G core — deployed and managed independently — can
serve as the control plane anchor for NSA in private settings such as
industrial campuses, warehouses, or ports. In these cases, NSA may
offer a viable architecture for organizations that already operate a
private LTE system and are looking to enhance performance through
5G NR [105].

However, NSA may introduce complexity in achieving certain 5G-
native features like ultra-low latency and network slicing, which are
fully supported in SA architecture. Thus, while NSA is feasible for
private deployments, organizations aiming for the most advanced 5G
capabilities and flexibility may still prefer SA architecture.

4.4. Completely standalone 5G architecture

Standalone 5G (SA 5G) networks leverage the 5G New Radio (NR)
and a dedicated 5G Core (5GC) to operate independently of legacy 4G
infrastructure. This architecture is engineered to deliver significantly
enhanced performance, flexibility, and a wider range of capabilities,
making it particularly well-suited for private deployments that require
high performance and scalability. SA 5G networks are capable of
supporting ultra-reliable low latency communications (URLLC), mas-
sive machine-type communications (mMTC), and URLLCeMBB, which
are all critical for addressing the complex demands of industrial and
mission-critical applications [107,108] (see Fig. 4).

The SA 5G architecture comprises several essential components that
work together to deliver high performance:
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Fig. 4. Private 5G network architecture.

» 5G Core (5GC): Serving as the backbone of the network, the 5GC
handles tasks such as user authentication, mobility management,
and data routing with a design optimized for high throughput and
very low latency [107].

Base Stations (gNodeBs or gNBs): These advanced radio ac-
cess points are strategically deployed to ensure optimal coverage
and capacity. In private 5G settings, the careful placement and
configuration of gNBs are crucial for achieving a consistent and
high-quality connection across the deployment area [108].

User Equipment (UE): This includes smartphones, tablets, and a
range of [oT devices that connect to the network. These devices
are designed to take full advantage of the enhanced features and
lower latency offered by SA 5G [109].

Backhaul Network: The backhaul is responsible for connecting
the gNBs to the 5GC, thereby supporting the high data rates and
low latency requirements of 5G. Both wired and wireless back-
haul options are utilized depending on the specific deployment
context [110].

Network Management System (NMS): An integral component
that monitors and optimizes the network’s performance, the NMS
ensures that the deployment adapts to changes in demand and
maintains service quality in line with the deployment’s require-
ments [111].

The benefits of the completely standalone 5G architecture are sub-
stantial and multifaceted. SA 5G offers markedly enhanced performance
by delivering significantly higher data rates and drastically lower la-
tency than both private 4G and NSA 5G networks. This performance
improvement is achieved through the use of a dedicated 5G core (5GC)
that eliminates the bottlenecks inherent in legacy 4G systems, ensuring
that even the most data-intensive and latency-sensitive applications —
such as autonomous control systems, real-time industrial automation,



O. Sahin et al.

Table 4
Comparison of 4G and 5G SA in private networks.
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Feature Private 4G (LTE) Private 5G Standalone (SA)
Throughput Moderate (up to 100 Mbps typical) High (1 Gbps or more dependin
ghp! p ps typ g P P g
on deployment)
Latency 30-50 ms (RTT) As low as 1 ms (with URLLC and

edge computing)

URLLC support

Not supported natively

Fully supported with 5G Core

mMTC (massive IoT)

Limited support

Full support (scalable connectivity)

eMBB (Enhanced Mobile Broadband)

Basic broadband for mobile devices

High-speed broadband for
bandwidth-intensive apps

Network slicing

Not supported

Fully supported with flexible,
dedicated slices

Edge computing integration

Limited and external

Natively supported and optimized

Scalability Moderate (suitable for High (suitable for large-scale
small/medium sites) industrial IoT)
Security Based on LTE security architecture Advanced 5G-native security with

dedicated core

and mission-critical IoT services — operate reliably and with minimal
delay [112].

Furthermore, the flexibility inherent in SA 5G allows for highly cus-
tomized network deployments that can be fine-tuned to meet specific
industrial or enterprise requirements. This adaptability is crucial in
environments where network demands can vary widely between differ-
ent applications, locations, or operational scenarios, enabling operators
to allocate resources dynamically and optimize network performance
based on real-time needs [113].

SA 5G also supports advanced capabilities such as ultra-reliable low
latency communications (URLLC), massive machine-type communica-
tions (mMTC), and URLLCeMBB. These features collectively provide a
robust framework that supports a broad spectrum of mission-critical
applications, ranging from high-definition video streaming and virtual
reality to real-time control systems in smart factories. This capacity to
support diverse applications with stringent performance requirements
sets SA 5G apart from earlier network architectures.

In addition to performance benefits, the dedicated nature of the
5G core in SA 5G leads to improved security. With a standalone core
designed specifically for 5G, enhanced security protocols and measures
are more effectively integrated, ensuring that sensitive communications
and critical data are better protected against cyber threats [114-116].
Moreover, the architecture is future-proofed, facilitating seamless inte-
gration of emerging technologies such as edge computing and Al-driven
network management, which further enhance network capabilities and
allow for continual technological evolution without necessitating major
infrastructure overhauls.

Table 4 provides a comparison between private 4G and 5G Stan-
dalone networks in terms of performance, capabilities, and architec-
tural differences.

4.5. Comparison of NSA and SA architectures

Table 5 below provides a detailed comparison of key features be-
tween NSA and SA architectures, with additional columns that out-
line the implications for private network deployments. This table not
only contrasts fundamental attributes such as core network design,
deployment speed, and coverage areas but also examines essential
performance characteristics including data throughput, latency, and
overall signal reliability. In addition, it incorporates important factors
such as security measures, the level of flexibility and customization
available, and the cost implications at both the initial deployment
and long-term operational levels. These aspects are critical for evalu-
ating the suitability of a network architecture for private applications,
where tailored performance, robust security, and scalability are vital
for supporting mission-critical and industrial use cases. The detailed
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presentation in Table 5 enables a comprehensive evaluation of the
trade-offs and benefits associated with NSA versus SA, thereby pro-
viding clear guidance for selecting the optimal deployment strategy in
private network environments.

4.5.1. Comparing distinct SA deployments for private networks

Beyond the broad comparison between NSA and SA architectures,
it is important to consider variations among distinct SA deployments,
as different configurations may be better suited to private network
scenarios depending on specific requirements. For example, one SA
deployment might integrate advanced edge computing capabilities and
sophisticated network slicing to isolate mission-critical traffic. This
configuration would excel in environments where ultra-low latency
and high throughput are paramount, such as manufacturing floors or
healthcare facilities where real-time control is critical. In contrast,
another SA deployment could be designed to maximize geographic
coverage with a distributed architecture and robust backhaul solutions,
which might be more beneficial in large campus environments or
extensive industrial sites, albeit with a trade-off in extreme latency
performance.

When comparing two SA deployments, key factors to evaluate in-
clude:

+ Edge Computing Integration: Deployments featuring localized
edge processing can dramatically lower end-to-end latency by
processing data near its source.

Network Slicing Capabilities: Advanced slicing provides ded-
icated virtual networks that prioritize critical applications, en-
hancing performance consistency.

Backhaul Architecture: The quality and capacity of the backhaul
network directly affect throughput and latency; a robust backhaul
is essential for high-demand applications.

Scalability and Flexibility: Configurations that are designed
for future expansion and can adapt dynamically to increasing
device density or application demands are more likely to deliver
long-term value in private deployments.

In summary, the SA deployment that best meets the needs of a
private network will be the one that offers superior edge comput-
ing integration, advanced slicing for resource management, a resilient
high-capacity backhaul, and flexible scalability options. The optimal
configuration will depend on the specific application requirements and
operational environment, ensuring that performance, reliability, and
security are maintained at the desired levels for mission-critical tasks.
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Table 5

Detailed comparison of NSA and SA architectures for private networks.
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Feature

Non-Standalone (NSA)

Standalone (SA)

Implications for private networks

Core network

4G EPC integrated with 5G radio

Dedicated 5G Core (5GC)
architecture

SA delivers superior performance and
security by eliminating legacy
protocol constraints.

Deployment Rapid deployment leveraging Slower, new infrastructure NSA may enable faster rollout;

Speed existing 4G infrastructure required however, SA provides a more robust
and tailored solution for private
environments.

Coverage Optimized for wide-area, Designed for dedicated, localized SA architecture is better suited for
consumer-focused service coverage confined enterprise or industrial

environments demanding precise
coverage.

Performance Constrained by legacy 4G Full 5G capabilities with high SA is critical for mission-critical
limitations; moderate data rates throughput and extremely low applications that require real-time
and throughput latency data processing.

Latency Generally higher due to Lower latency with end-to-end 5G The reduced latency in SA networks
intermediary 4G core processing design is essential for applications such as

real-time control and automation.

Security Limited by legacy security Enhanced security with SA provides a more secure

measures inherent in 4G EPC

5G-specific protocols and
dedicated core functions

environment, vital for protecting
sensitive industrial operations.

Flexibility &

Less flexible; constrained by

High degree of customization

SA allows for bespoke network

Customization existing public network possible through network slicing configurations that can be fine-tuned
configurations and tailored resource allocation to meet specific enterprise demands.
Cost Lower initial costs by leveraging Higher upfront investment for Although NSA has lower initial costs,

current infrastructure

new network elements

SA offers a more sustainable and

efficient solution for long-term,
mission-critical deployments.

5. Advantages of private 5G over MNOs and Wi-Fi

Private 5G networks provide significant advantages over traditional
MNOs and Enterprise Wi-Fi, making them a superior choice for mod-
ern enterprises. By leveraging coordinated spectrum use, private 5G
ensures interference-free, high-capacity connectivity with customizable
coverage for large industrial sites. Unlike Wi-Fi, which often suffers
from congestion and interference, private 5G offers ultra-low latency
(less than 1 ms), enhanced security through dedicated measures, and
scalable support for millions of devices. These networks provide deter-
ministic Quality of Service (QoS) through scheduling and RF feedback
loop controls, ensuring consistent performance even in high-density
environments [38,117]. Furthermore, private 5G supports seamless mo-
bility with precisely timed handovers, ensuring continuous connectivity
for moving devices.

While Wi-Fi and MNOs have their specific use cases, they often fall
short in meeting the demands of modern enterprises. Wi-Fi is limited
to smaller indoor areas, offering moderate security and capacity, while
MNOs, although reliable, are shared with public users and controlled
by operators. In contrast, private 5G excels in density handling, cus-
tomization, and control, providing high reliability through guaranteed
performance via Service Level Agreements (SLAs) [118]. The moderate
initial investment in private 5G leads to lower long-term operational
costs, making it a cost-effective solution for mission-critical applications
in sectors such as healthcare, manufacturing, and logistics. Table 6
highlights the distinct advantages of private 5G networks over MNOs
and Enterprise Wi-Fi.

The table provides a detailed comparison of Private 5G, MNOs,
and Enterprise Wi-Fi across various aspects. Private 5G networks use
coordinated spectrum managed by SAS for CBRS, offering 150 MHz
with centralized protections, while MNOs operate on licensed spectrum
managed by operators, and Enterprise Wi-Fi uses unlicensed spectrum,
leading to potential interference despite having 563 MHz plus 1.2 GHz
in the 6 GHz bands [117,118]. Coverage varies significantly, with
Private 5G customizable for large sites and higher transmit power using
OFDMA sub-carriers (15 kHz), MNOs providing wide-area coverage
with managed interference, and Enterprise Wi-Fi limited to 100 m
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indoors [38]. Latency is ultra-low for Private 5G at less than 1 ms,
making it ideal for real-time applications, while MNOs have moderate
latency (30-50 ms) and Wi-Fi ranges from 10-100 ms, often too high
for demanding tasks.

In terms of security, Private 5G offers high security with dedicated
measures, MNOs provide high security through SIM-based measures
but share networks with public users, and Wi-Fi security is moderate,
despite improvements with WPA3 encryption [119]. Capacity is highest
in Private 5G at up to 10 Gbps, compared to 1-3 Gbps for MNOs
and 100-300 Mbps for Wi-Fi. Private 5G also supports millions of
devices, ideal for large-scale IoT deployments, whereas MNOs and
Wi-Fi are more limited [38]. Control is high in Private 5G, allowing
full customization, whereas MNOs offer low control and Wi-Fi is high
(enterprise dependent). Reliability is also highest in Private 5G with
99.999% SLAs, compared to 99.99% for MNOs and 99% for Wi-Fi [38].

Private 5G offers high customization tailored to specific enterprise
needs, enhancing operational efficiency and supporting specialized ap-
plications [117]. It is designed for industry-specific, mission-critical
applications, supporting advanced use cases in automation, smart cities,
and telemedicine. Wi-Fi is more suitable for home and small business
environments, while MNOs cater to general public use. In terms of
cost, Wi-Fi equipment is inexpensive but lacks scalability, MNOs have
high operational costs, and Private 5G, with a moderate initial invest-
ment, offers lower long-term costs through TCO savings, making it
cost-effective for enterprises.

Traffic handling in Private 5G is managed by scheduling through
infrastructure with weighted profiles, while MNOs handle traffic with
prioritized management and Wi-Fi relies on distributed contention,
leading to inefficiencies [117]. Quality of Service (QoS) is deterministic
in Private 5G with mandatory RF feedback controls, high in MNOs
with SLAs, and statistically prioritized in Wi-Fi, leading to variable
performance. Private 5G supports high-density environments with dual-
factor OFDMA and non-blocking interference, MNOs optimize for urban
density, and Wi-Fi suffers from blocking co-channel interference, reduc-
ing efficiency in dense settings. Mobility is best supported by Private
5G with precise handovers, followed by MNOs with seamless mobility,
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Table 6

Comparison of Private 5G, MNOs, and Enterprise Wi-Fi [117,118].
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Feature/Aspect Private 5G MNOs Enterprise Wi-Fi

Spectrum Coordinated spectrum use by SAS, Licensed spectrum use, Unlicensed spectrum use, 563

coordination 150 MHz available, Centralized Coordinated by MNOs, high MHz plus 1.2 GHz in 6 GHz
incumbent protections availability bands, Distributed incumbent

protection

Coverage Customizable for large sites, Wide area coverage, High power Up to 100 m (indoor), Lower
Higher transmit power, OFDMA transmission, Managed transmit power, Full channel
sub-carriers (15 kHz) interference width (20+ MHz)

Latency <1 ms 30-50 ms 10-100 ms

Security High with dedicated enterprise High but shared with public users Moderate with WPA3 encryption
measures

Capacity Up to 10 Gbps 1-3 Gbps 100-300 Mbps

Scalability Millions of devices Thousands of devices per cell Limited to dozens of devices

Control High (enterprise-controlled) Low (operator-controlled) High (Enterprise-controlled)

Reliability 99.999% (SLAS) 99.99% (network load dependent) 99%

Customization High Low Low

Use case suitability

Industry-specific, mission-critical

applications

General public use

Home, small businesses

Cost Moderate initial investment,
lower long-term cost

High operational cost Low equipment cost

Traffic handling Scheduled, Weighted

Upload/Download

Managed, Prioritized Traffic Distributed contention

Quality of service Deterministic, Mandatory RF

Feedback Loop

High QoS with SLA Statistical prioritization

Density handling Dual Factor OFDMA,

Non-Blocking interference

Optimized for urban environments Single factor OFDMA, Blocking

interference

Mobility Precisely timed handovers

Seamless mobility, Managed
handoffs

Client off-channel scanning,
Client-Controlled roaming

and Wi-Fi, which requires client off-channel scanning, making it less
efficient for mobile applications [38].

Let us compare a theoretical deployment of private 5G CBRS versus
Wi-Fi 6E in a large industrial environment, such as a manufacturing
plant with 250,000 square feet indoors and 1,000,000 square feet
outdoors. For indoor coverage, a private 5G network would require
only 25 APs at $7000 each, totaling $175,000, whereas Wi-Fi 6E would
need 100 APs at $2100 each, costing $210,000. For outdoor coverage,
private 5G needs just 5 APs ($35,000 total), while Wi-Fi demands
40 APs at a total cost of $164,000. Hardware costs also favor 5G
CBRS, totaling $375,000 for APs, CBRS core, and network management,
compared to Wi-Fi’s range of $43,000 to $434,000, largely due to
Wi-Fi’s higher AP and controller needs.

Installation costs reinforce 5G CBRS’s advantage: while both net-
works require $1000 per AP for indoor installation, outdoor setup
costs are $60,000 for 5G CBRS versus $236,000 for Wi-Fi. In terms
of reliability, 5G CBRS offers a 99.9% SLA, resulting in only 8.76 h
of downtime per year, compared to Wi-Fi’'s 99% SLA with 87.6 h
of downtime. Private 5G also supports critical applications through
Mobile Edge Computing (MEC) at $20,000-$30,000 per server, which
Wi-Fi lacks.

Maintenance costs for both networks are estimated at 12% of initial
hardware and software annually. For client devices, private 5G requires
Band 48 CPEs with SIM cards ($43,000 annually), while Wi-Fi 6E
CPE costs are slightly higher at $52,000 annually. This comparison
highlights how private 5G CBRS, with fewer APs, lower installation
costs, and superior reliability, is better suited for large-scale indus-
trial applications than Wi-Fi 6E, providing cost-efficiency and robust
performance in mission-critical environments.

To further illustrate the practical differences between private 5G
using CBRS and Wi-Fi 6E in industrial settings, Table 7 summarizes
key aspects such as spectrum, cost, hardware, and scalability. This
comparison reinforces why CBRS-based private 5G is more efficient and
cost-effective for large-scale, mission-critical deployments.
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In addition to the detailed cost comparison already presented in
Table 6, we further clarify that private 5G networks benefit from the
use of semi-licensed spectrum, which is available at no direct cost
to the operator. This contrasts with Enterprise Wi-Fi, which relies on
unlicensed spectrum that may be subject to interference and does not
inherently provide the same cost advantages. By leveraging a dedicated
spectrum arrangement for private 5G, the overall expense associated
with acquiring spectrum rights is minimized, thereby reducing the total
cost of ownership. Moreover, private 5G networks are designed to
offer extensive coverage; a single base station can often cover a much
larger area compared to a Wi-Fi access point. This feature significantly
reduces the number of hardware units needed per square mile, bringing
down installation, cabling, and ongoing maintenance costs.

Furthermore, when evaluating scalability for large industrial or
campus environments, the difference in deployment density between
private 5G and Enterprise Wi-Fi becomes even more pronounced. While
Wi-Fi typically requires many access points to cover a large area —
especially when reliable, high-capacity service is needed — the superior
propagation characteristics and advanced beamforming capabilities of
5G allow for broader coverage with fewer units. This scalability advan-
tage means that, despite a higher initial investment for the 5G core and
related infrastructure, the long-term operational costs are lower due to
reduced hardware requirements and simplified network management.
Additionally, as more countries allocate spectrum for private 5G, the
economic benefits of this approach are expected to grow further.

5.1. The benefits of spectrum sharing and CBRS

The CBRS framework exemplifies the benefits of spectrum sharing
by maximizing the utility of the mid-band spectrum, a scarce and
valuable resource. By allowing commercial users to access frequencies
otherwise reserved for government use, spectrum sharing reduces the
cost and regulatory burden of acquiring exclusive spectrum licenses.
For private networks, especially those deployed in industrial, logistics,
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Table 7
Comparison of CBRS and Wi-Fi 6E in industrial deployment context.
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Aspect CBRS (Private 5G)

Wi-Fi 6E

Spectrum type
coordination

Semi-licensed (3.5 GHz) with SAS

Unlicensed (2.4/5/6 GHz)

Spectrum cost Free (no license fee)

Free (no license fee)

Coverage per AP

High (large indoor/outdoor range)

Low (small indoor range, needs dense
deployment)

Number of APs (Indoor)

Approx. 25 for 250,000 sq. ft.

Approx. 100 for 250,000 sq. ft.

Number of APs (Outdoor)

Approx. 5 for 1,000,000 sq. ft.

Approx. 40 for 1,000,000 sq. ft.

AP cost $7000 per unit

$2100 per unit

Core network Required (CBRS Core)

Not required (decentralized)

Installation cost

Lower (fewer APs, centralized control)

Higher (more APs, more wiring)

Maintenance cost

12% of hardware/software

12% of hardware/software

Client hardware

Band 48 CPE with SIM ($43k/year)

Standard Wi-Fi 6E CPE ($52k/year)

SLA reliability

99.9% (approx. 8.76 h downtime/year)

99% (approx. 87.6 h downtime/year)

Scalability High (millions of devices) Moderate (limited by interference and
density)
Security High (SIM-based, enterprise controlled) Moderate (WPA3 encryption)

Venn Diagram of Spectrum Sharing and Private Deployment with Use Cases

Use
Cases

Spectrum
Sharing

Private
Deployment

Fig. 5. Venn diagram of spectrum sharing and private deployment with use cases: This
diagram shows the overlap between spectrum sharing and private deployment, with
use cases positioned at the intersection, indicating their reliance on both elements for
feasibility.

and manufacturing environments, CBRS offers a solution to the limita-
tions of Wi-Fi and public cellular networks. The shared 3.5 GHz band
enables enterprises to establish robust private networks with dedicated,
interference-free bandwidth, suitable for data-intensive applications
and real-time connectivity.

Since its official launch by the FCC in 2019, CBRS has opened new
possibilities for deploying private LTE and 5G networks across a wide
range of industries. The combination of spectrum sharing and CBRS
has created a model that benefits not only primary and secondary
users but also accelerates innovation in sectors requiring reliable, high-
performance connectivity. This collaborative approach to spectrum use
has the potential to shape future regulatory practices, as countries
worldwide explore similar shared spectrum frameworks to address the
growing demand for wireless communication.

6. Applications deployed in private networks with spectrum shar-
ing

In an increasingly connected world, private networks and spectrum
sharing enhance performance and accessibility for various applications.
Private deployments provide dedicated resources for superior security,
reliability, and speed, while spectrum sharing optimizes frequency use
for multiple users. This section explores the benefits of these technolo-
gies in immersive AR/VR experiences, smart city infrastructure, and
public safety networks, highlighting their role in driving innovation and
operational excellence across sectors.

As shown in Fig. 5, use cases depend on the integration of both
spectrum sharing and private deployment. Spectrum sharing optimizes
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frequency band usage, crucial for high-demand wireless environments.
Private deployment provides dedicated resources, enhanced security,
and customization. Without spectrum sharing, there would not be
enough spectrum for applications like AR, VR, industrial automation,
smart grids, autonomous vehicles, remote healthcare, IoT devices, and
real-time data analytics. Without private deployment, meeting the spe-
cific needs of various industries would be impractical, rendering many
use cases unfeasible.

6.1. Applications for private deployments with spectrum sharing

6.1.1. Augmented Reality (AR)

Augmented reality (AR) is transforming industries by enabling
real-time, interactive experiences that depend on low-latency, high-
bandwidth connectivity. Private networks support seamless AR perfor-
mance by providing dedicated bandwidth, essential for high-speed data
transmission without interruptions. In manufacturing, for instance, AR
overlays assist workers with step-by-step instructions during complex
tasks, boosting productivity and accuracy. The automotive sector lever-
ages AR for heads-up displays in vehicles, while medical training relies
on AR to simulate intricate procedures with real-time feedback. Retail
also benefits, as private networks support AR-based virtual try-ons,
enhancing customer experience. Spectrum sharing ensures multiple
AR applications can operate efficiently, underscoring private networks’
role in delivering reliable, high-performance AR services across diverse
environments.

6.1.2. Virtual Reality (VR)

Virtual reality (VR) applications demand substantial bandwidth and
low latency to deliver immersive, responsive experiences, which private
networks are well-equipped to support. Private 5G networks ensure
stable, high-speed connectivity, critical for VR training simulations,
gaming, virtual tourism, and therapeutic applications in healthcare.
In aviation, VR systems provide pilots with realistic training simu-
lations, relying on private networks to maintain low-latency, high-
bandwidth connections. Spectrum sharing optimizes bandwidth, en-
abling cost-effective access to high-performance VR resources, making
private networks invaluable for industries leveraging VR for training,
entertainment, and remote experiences.

6.1.3. Industrial automation

Industrial automation relies on real-time, reliable data exchange
between machines and control systems to optimize production pro-
cesses. Private networks meet these stringent requirements, delivering
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Fig. 6. An illustration of a power wireless private network in an energy IoT setup shows components like user information collection, distribution automation, and data collection

for special users integrated using wireless terminals and base stations. This setup ensures reliable and secure communication, crucial for efficient operations in the energy sector.

low latency and high bandwidth crucial for robotics, assembly lines,
and automated quality control. For example, food and beverage pro-
duction facilities use automated systems for precise packaging, where
private networks support seamless communication for efficiency. Spec-
trum sharing enables uninterrupted operation in high-density environ-
ments, ensuring private networks enhance productivity, safety, and
automation quality across industries.

6.1.4. IoT devices

The growth of IoT devices in industry and infrastructure requires
robust, scalable networks capable of managing high data volumes and
device densities. Private networks address these needs by providing re-
liable, secure connectivity, crucial for applications like predictive main-
tenance, smart farming, and city infrastructure. For instance, smart
energy grids employ private networks to collect and manage real-time
data for efficient distribution (see Fig. 6). Spectrum sharing enhances
network flexibility, allowing private networks to support extensive IoT
ecosystems and ensure scalability and operational efficiency.

6.1.5. Real-time data analytics

Real-time data analytics, essential for applications requiring imme-
diate decision-making, depends on high-speed data transmission and
processing capabilities. Private networks provide the necessary band-
width and low latency to perform analytics without delay, ensuring fast
insights in sectors like finance, retail, and logistics [120]. In healthcare,
for example, real-time patient monitoring relies on quick data pro-
cessing for responsive treatment decisions. Spectrum sharing enhances
network efficiency by allowing simultaneous data set analysis, making
private networks integral to timely, accurate analytics across industries
(see Fig. 7).

6.1.6. Autonomous vehicles

Autonomous vehicles (AVs) require reliable, low-latency commu-
nication to function safely and effectively. Private networks support
the high-speed, stable connections necessary for vehicle-to-everything
(V2X) interactions, while spectrum sharing enhances network availabil-
ity in high-demand areas [121,122]. Self-driving cars, delivery drones,
and agricultural vehicles rely on private 5G for real-time data and nav-
igation. For instance, autonomous drones used in emergency response
scenarios benefit from private networks’ stable communication for
remote control and data processing (see Fig. 8) [123]. This connectivity
ensures reliable AV operations, bolstering safety and efficiency.
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6.1.7. Transportation management

Transportation management systems benefit from private networks,
which provide real-time data exchange critical for optimizing sched-
ules, reducing congestion, and enhancing safety [124-126]. Private
5G networks support applications such as real-time public transport
tracking, traffic signal optimization, and fleet management, ensuring
efficient communication across systems. Autonomous buses, for exam-
ple, rely on stable connections for route planning and safety. Spectrum
sharing further enhances these operations, allowing multiple applica-
tions to coexist efficiently, improving overall transportation logistics
and reducing delays (see Fig. 9).

6.2. Customer need use cases for private deployments with spectrum sharing

6.2.1. Oil and gas

The oil and gas sector operates in remote, challenging environments
where reliable connectivity is essential. Private networks provide the
necessary resilience, supporting operations such as remote monitoring
of drilling platforms, pipeline leak detection, and environmental moni-
toring [127-129]. Spectrum sharing maximizes frequency use, ensuring
continuous, efficient communication. Private networks with spectrum
sharing enhance safety, efficiency, and responsiveness across oil and
gas operations (see Fig. 10).

6.2.2. Super centers and retail

Retail environments require robust connectivity for inventory man-
agement and customer engagement. Private networks support real-time
tracking, smart fitting rooms, and dynamic pricing, with spectrum
sharing ensuring efficient network use in high-density areas [130-
132]. This integration enhances operational efficiency and customer
satisfaction in large retail environments, as illustrated by Walmart’s
deployment (see Fig. 11).

6.2.3. Airports

Airports need reliable, congestion-free communication for passen-
ger information, security, and ground operations. Private networks
ensure seamless updates, baggage handling, and surveillance, with
spectrum sharing enhancing service quality in high-traffic areas [134,
135]. Frankfurt Airport, for example, uses Europe’s largest private 5G
network for autonomous operations (see Fig. 12).
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Fig. 7. Illustration of real-time data analytics applications across different sectors. Private networks and spectrum sharing can be utilized in settings like these to enhance data

processing and transmission.

Fig. 8. Autonomous drones can be used as first responders powered by private 5G
networks [123], providing real-time data analysis and efficient operations.

6.2.4. Ship ports

Ship ports rely on robust and resilient connectivity to support
complex logistics operations, efficient container tracking, and secure
communication channels, which are critical for handling the vast flow
of goods passing through these facilities. Private networks provide the
high-speed, low-latency connections needed for real-time data trans-
mission, allowing for continuous monitoring and operation of auto-
mated machinery such as cranes, AGVs (Automated Guided Vehicles),
and other equipment that streamline cargo movement. Additionally,
private networks ensure that all equipment and personnel within the
port are connected for seamless coordination and safety. Spectrum shar-
ing further enhances connectivity by optimizing the use of available
frequency bands, reducing interference in high-density environments
where numerous devices are in constant communication. This integra-
tion of private networks with spectrum sharing significantly optimizes
port operations, boosting efficiency and reliability.

6.2.5. Warehouses

Warehouses leverage private networks to facilitate a high degree
of automation and real-time inventory management, both essential
for the seamless operation of AGVs (Automated Guided Vehicles),
robotics, and other smart logistics solutions. Private networks ensure
stable, low-latency connections that enable continuous, real-time data
exchange, supporting precise AGV navigation and efficient robotic
workflows across warehouse facilities. Additionally, private networks
allow seamless communication among various devices, such as scan-
ners, conveyors, and inventory systems, ensuring that every part of the
process is synchronized for maximum productivity. Spectrum sharing
further boosts connectivity by optimizing available frequencies, making
it possible to support large numbers of devices in high-density environ-
ments, thus enhancing operational accuracy, scalability, and flexibility.
This integration allows warehouses to operate at peak efficiency and
manage fluctuating demands with ease, as shown in Fig. 13 [136,137].

6.2.6. Factories

Factories depend on highly reliable communication networks to
enable real-time production monitoring and support advanced automa-
tion processes essential for modern manufacturing. Private networks
provide the low-latency, high-speed connectivity required for predic-
tive maintenance, allowing equipment to be monitored continuously
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and potential issues to be addressed before they cause downtime.
This connectivity also facilitates synchronized operations across var-
ious stages of production, ensuring that processes are coordinated
and efficient. Spectrum sharing further enhances these private net-
works by maximizing available bandwidth and reducing interference,
which is particularly valuable in dense factory environments with
numerous connected devices. This combination of private networking
and spectrum sharing elevates manufacturing efficiency, quality, and
responsiveness.

6.2.7. Healthcare in hospitals

Hospitals require secure, low-latency networks to support critical
patient care applications, and private networks fulfill this need by pro-
viding the reliable connectivity essential for healthcare environments.
These networks enable seamless access to electronic health records
(EHR), real-time telemedicine services, and continuous monitoring in
intensive care units (ICUs), ensuring that healthcare providers can de-
liver responsive and efficient care. Spectrum sharing further enhances
this connectivity by optimizing bandwidth usage, which is particu-
larly beneficial in both densely populated urban hospitals and remote
rural facilities. This shared spectrum approach ensures consistent, high-
quality connectivity across all locations, allowing for uninterrupted
patient data access and communication. The integration of private
networks and spectrum sharing is vital for the advanced technological
capabilities of smart hospitals, as illustrated in Fig. 14 [138].

6.2.8. Universities

Universities benefit significantly from private networks, which sup-
port a wide range of educational technologies and ensure secure data
sharing in research labs and collaborative projects. These networks
provide the reliable, high-speed connectivity needed for online learning
platforms, enabling students and faculty to access digital resources,
participate in virtual classrooms, and engage in real-time discussions.
Additionally, private networks bolster campus security through IoT-
enabled surveillance and automated access control, ensuring a safe and
efficient campus environment. Spectrum sharing further enhances net-
work performance by optimizing connectivity across large and densely
populated campuses, supporting the simultaneous demands of online
learning, administrative operations, and research activities without in-
terference. This integration enables universities to foster an advanced,
connected learning environment, as depicted in Fig. 15.

6.2.9. Distribution centers

Distribution centers depend on private networks to support real-
time package tracking, automated sorting systems, and efficient inven-
tory management, all of which are essential for fast-paced logistics
operations. These private networks provide the reliable connectiv-
ity required to monitor inventory levels continuously, track packages
throughout the facility, and coordinate sorting processes in real time.
This level of connectivity ensures that items are processed accurately
and efficiently, reducing errors and minimizing delays. Spectrum shar-
ing further enhances the network by optimizing frequency usage, al-
lowing multiple devices and systems to operate simultaneously without
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Benefits of Private 5G in Logistics

Private Network & Spectrum Sharing

Fig. 9. Benefits of private 5G in logistics: This figure shows how private networks and spectrum sharing improve logistics through faster processes, cost savings, better inventory

management, improved safety, and enhanced automation.
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Fig. 10. Integration of private networks in oil and gas for real-time monitoring and
control between remote sites and control centers.

Fig. 11. Real-time inventory tracking at Walmart using private networks [133].

interference. This combination improves overall accuracy, productivity,
and logistical efficiency, enabling distribution centers to meet high
demand and streamline operations, as shown in Fig. 16 [140,141].

6.2.10. Remote healthcare services

Remote healthcare services, including telemedicine and patient
monitoring, rely on private networks to ensure secure, low-latency con-
nectivity essential for high-quality patient care. These networks support
real-time consultations, allowing healthcare providers to offer timely
advice and diagnostics regardless of the patient’s location, and they
facilitate continuous monitoring for patients with chronic conditions,
enabling immediate intervention if needed. Spectrum sharing enhances
the effectiveness of private networks by optimizing frequency usage,
which is particularly beneficial in remote areas where connectivity op-
tions may be limited. This integration ensures reliable communication
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Fig. 12. Private 5G at Frankfurt Airport supports autonomous driving and efficient
data communication [135].
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Fig. 13. Private networks enable real-time tracking, automation, and coordination in
warehouses.

and data exchange, making remote healthcare a viable and efficient
option for many patients, as shown in Fig. 17.

6.2.11. Smart cities

Smart cities depend on seamless private networks to support a
range of integrated applications, including traffic management, public
safety initiatives, and environmental monitoring systems, all of which
contribute to improved urban living and resource management. These
private networks provide the high-speed, reliable connectivity needed
for real-time data sharing between various city services, allowing for
dynamic responses to changing conditions, such as traffic flow adjust-
ments or emergency service coordination. Spectrum sharing further
enhances network efficiency by optimizing bandwidth use in densely
populated urban areas, ensuring that numerous connected devices and
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Fig. 15. Universities use private networks for secure, high-speed research and educa-
tion support [139].

Fig. 16. Private networks support logistics and inventory management in distribution
centers [142].

applications can operate without interference. This integration enables
smart cities to function more smoothly, supporting sustainable ur-
ban development and enhancing the quality of life for residents, as
illustrated in Fig. 18 [143,144].

6.2.12. Agriculture

Agricultural operations gain substantial advantages from private
networks, which enable precision farming practices and real-time mon-
itoring essential for effective management of environmental sensors,
automated machinery, and livestock tracking systems. These networks
provide reliable, high-speed connectivity, allowing farmers to make
data-driven decisions on irrigation, fertilization, and pest control based
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Fig. 17. Remote healthcare relies on private networks for secure, real-time patient data
transmission.

on real-time conditions, thereby optimizing crop yield and resource use.
Automated equipment, such as drones and autonomous tractors, relies
on private networks to operate seamlessly, ensuring precise and effi-
cient fieldwork. Spectrum sharing enhances connectivity in rural areas
by optimizing frequency use, which is crucial for supporting extensive
agricultural operations across large fields and remote locations. This
integration improves resource management and overall productivity.

6.2.13. Enterprise

Modern enterprises leverage private networks to enable IoT-driven
workspaces, advanced security systems, and automated building man-
agement solutions, all of which contribute to streamlined operations
and a more responsive work environment. Private networks provide
the secure and reliable connectivity needed to support a wide range
of applications, from smart lighting and HVAC systems that adapt to
occupancy levels, to access control and surveillance systems that ensure
workplace security. Spectrum sharing further optimizes connectivity,
enabling seamless communication among numerous devices within
high-density office settings, thereby enhancing operational efficiency,
energy management, and security. This integration fosters a smarter,
more sustainable office environment, as illustrated in Fig. 19.

7. Challenges in private 5G deployment and mitigation strategies

Before delving into the challenges associated with private 5G de-
ployments, it is important to clarify the role of Open Radio Access
Network (ORAN) in this context. ORAN represents a paradigm shift
in network architecture by promoting interoperability through multi-
vendor hardware and software components. While ORAN offers in-
creased flexibility and the potential for cost reduction through open
standards, it also introduces substantial complexity. Integrating diverse
radio units, baseband units (BBUs), and connecting them to a cen-
tralized 5G core (CU/DU) demands new deployments and a higher
number of hardware components compared to existing infrastructures
such as Enterprise Wi-Fi. These challenges — including increased costs,
more complex system management, and the need for additional new
hardware — explain why ORAN has become a significant challenge in
the deployment of private networks.

Deploying private 5G networks offers significant benefits, but it also
presents various technical, operational, and financial challenges. Key
obstacles in private 5G deployment include the high costs of hardware
and software, the complexity of integrating ORAN components from
multiple vendors, interoperability issues, system stability, and the need
for robust security mechanisms. This section explores these challenges
in detail and outlines strategies to mitigate them.
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Fig. 18. Smart cities use private networks for integrated applications enhancing efficiency and livability.
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Fig. 19. Integration of private networks in a smart office building.

7.1. Cost and complexity of hardware and software

Challenge: Deploying private 5G networks requires substantial in-
vestment in specialized hardware and software, including RAN equip-
ment, core network components, and edge computing infrastructure.
The costs associated with these components, coupled with the complex-
ity of installation and maintenance, create barriers for many organiza-
tions. Furthermore, specialized expertise is often required to configure
and optimize these systems, adding to operational expenses.

Mitigation Strategy: To address these cost and complexity issues,
organizations can explore managed services or Network-as-a-Service
(NaaS) models, which reduce upfront costs by offering infrastructure
on a subscription basis. Additionally, selecting vendors that provide
modular, scalable solutions can allow companies to incrementally build
their networks in stages, optimizing their budgets. Finally, leveraging
virtualized and software-defined networking (SDN) technologies can
help streamline network management and reduce reliance on costly
proprietary hardware.

7.2. Interoperability and integration challenges with multi-vendor solutions

Challenge: Private network deployments face significant interoperabil-
ity challenges when integrating components from multiple vendors,
regardless of whether they follow ORAN (Open Radio Access Network)

20

principles or traditional architectures. The fundamental issue lies in
multi-vendor integration rather than being specific to any particular
technology approach. When end-to-end solutions combine components
from different vendors — such as access points from one vendor with
5G core networks from another — substantial compatibility issues arise.
These challenges include complex troubleshooting processes, coordi-
nated software releases for end-to-end verification, synchronized bug
fixes across vendors, and difficulties in implementing new features that
require seamless interaction between different vendor systems.
Single-vendor solutions typically provide better compatibility and
streamlined operations, as all components are designed and tested to
work together. In contrast, multi-vendor deployments can be char-
acterized as a “frankenstein method”, where determining the root
cause of issues becomes challenging for customers, as problems could
originate from any vendor’s component or from the interaction between
different vendors’ systems. Additionally, rigorous testing becomes sig-
nificantly more time-consuming and complex when multiple vendors
are involved, as each integration point must be thoroughly validated.

Mitigation Strategy: Organizations have several strategic options to
address multi-vendor integration challenges. The most straightforward
approach is to select integrated solutions where all major components
(radio access, edge computing, and core network) are provided by
a single vendor, thereby ensuring optimal compatibility and simpli-
fied maintenance. For organizations that prefer multi-vendor flexibil-
ity, employing experienced system integrators who specialize in com-
plex network deployments can help manage the integration challenges
and minimize compatibility issues. Additionally, implementing com-
prehensive testing frameworks and establishing clear vendor respon-
sibility matrices can help streamline troubleshooting and maintenance
processes.

7.3. Stability of softwarized RAN on general purpose compute

Challenge: Private 5G networks increasingly rely on softwarized
RAN (Radio Access Network) components, which often operate on
general-purpose computing infrastructure. While this approach offers
flexibility and cost benefits, it can also introduce stability concerns.
General-purpose compute platforms may not be optimized for high-
performance, latency-sensitive RAN operations, leading to potential
performance degradation and reliability issues.

Mitigation Strategy: To enhance the stability of softwarized RAN,
organizations can leverage specialized hardware acceleration tech-
niques, such as using FPGAs (Field-Programmable Gate Arrays) or
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GPUs (Graphics Processing Units), to offload critical processing tasks.
Additionally, implementing strict Service Level Agreements (SLAs) with
vendors can ensure that performance benchmarks are met. Collaborat-
ing with vendors who specialize in optimizing software for RAN on
general-purpose compute can also help improve system stability and
performance.

7.4. Control domain complexity

Challenge: The control architecture in private 5G networks involves
multiple, often disparate, control domains. These include RAN control,
5G core control, user equipment (UE) management, and interconnect-
ing network control, among others. Integrating and managing these
control domains within a unified framework is challenging and can
lead to configuration and operational inefficiencies. Mismanagement
of these control domains may result in network performance issues,
including latency and inconsistent quality of service (QoS).

Mitigation Strategy: To address the complexity of multiple control
domains, organizations can deploy centralized management systems
that integrate with and provide visibility across all control domains.
Software-defined networking (SDN) and network function virtualiza-
tion (NFV) technologies can also help unify control across different
network components. Additionally, adopting standardized protocols
and interfaces, such as those promoted by the ORAN Alliance, can
improve interoperability and simplify control domain management.

7.5. Security concerns in private 5G networks

Challenge: Security is a critical concern in private 5G networks,
especially given the high value and sensitivity of data traversing these
systems. Private 5G networks face risks such as unauthorized access,
data breaches, and cyber-attacks targeting network infrastructure. The
presence of multi-vendor environments in ORAN deployments also
complicates security management, as each vendor may have different
security practices and protocols. Furthermore, softwarized and vir-
tualized network components are more vulnerable to software-based
attacks.

Mitigation Strategy: To enhance security, organizations should
implement robust security frameworks that include multi-layer encryp-
tion, network segmentation, and stringent access controls. Security
information and event management (SIEM) systems can be deployed
to monitor network activity in real-time, detecting and mitigating
threats as they arise. Adopting a Zero Trust Architecture (ZTA) can also
improve security by enforcing strict identity verification at every stage
of the network. Additionally, selecting vendors who adhere to industry
security standards, such as the ORAN Alliance’s security specifications,
can help address vulnerabilities within multi-vendor deployments.

7.6. Need for system integrators

Challenge: The deployment of private 5G networks requires exper-
tise across a wide range of technical domains, including RAN, edge
computing, network orchestration, and cybersecurity. As such, orga-
nizations often need the assistance of specialized system integrators
to coordinate between vendors, configure systems, and ensure inter-
operability. This dependency on system integrators adds both cost and
complexity to the deployment process.

Mitigation Strategy: To reduce reliance on system integrators,
companies can invest in training their IT and networking teams to
develop expertise in 5G technologies, allowing them to manage de-
ployments in-house. Additionally, choosing vendors who provide end-
to-end solutions can simplify integration by reducing the need for
third-party coordination. For organizations opting for multi-vendor
setups, partnering with system integrators who offer flexible, as-needed
support can help control costs while ensuring access to expert guidance
when necessary.
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8. Future of private networks

The evolution of private networks is set to revolutionize the way
enterprises operate, offering unparalleled performance, reliability, and
security. The future of private networks is driven by several key ad-
vancements, including enhanced spectrum utilization, next-generation
spectrum technologies, and the advent of private 6G networks.

8.1. Enhanced spectrum utilization

Enhanced spectrum utilization is a cornerstone of the future of
private networks. With the increasing demand for wireless connectivity,
the efficient use of available spectrum has become critical. The National
Spectrum Consortium (NSC) proposes to extend its successful PATHSS
initiative by creating a permanent Spectrum Roundtable, utilizing its
diverse membership and administrative infrastructure to facilitate col-
laborative spectrum management and innovation, and offering a path-
way for testing and prototyping spectrum-based technologies to support
NTIA’s ambitious National Spectrum Strategy [145].

The demand for increased spectrum is driven by the proliferation
of connected devices and the growing need for high-speed, reliable
wireless communication in various industries. The 5G CONNI Europe-
Taiwan project aims to enhance global manufacturing competitive-
ness by developing and validating innovative Private 5G solutions,
architectures, and technologies tailored for Industry 4.0, offering an
integrated end-to-end testing network for industrial applications across
interconnected sites in Taiwan and Europe [146].

Carrier aggregation for private 5G networks is a key technology
that allows for the combination of multiple spectrum bands to increase
bandwidth and improve network performance. This technology en-
ables private networks to meet the high demands of modern industrial
applications, providing the necessary capacity and reliability. The capa-
bilities of existing radios are continuously being enhanced to support
these advanced features, ensuring that private networks can leverage
the available spectrum to its fullest potential.

However, there is a need for future spectrum allocations to keep
pace with the growing demands of private networks. The Department of
Defense (DoD) is advancing its 5G deployments and exploring dynamic
spectrum sharing to support military systems and expand wireless
capabilities, focusing on collaboration with commercial partners and
mitigating interference with radar systems [147,148]. This collabora-
tive approach is essential to ensuring that both military and commercial
needs are met, paving the way for efficient spectrum utilization.

CTIA stresses the importance of a spectrum strategy that includes
allocating additional full-power commercial wireless licensed spectrum
to bolster national security and economic growth. They highlight the
U.S. wireless industry’s $825 billion GDP contribution in 2020 and
the need to keep pace with international allocations where the U.S.
currently lags behind by an average of 378 MHz. They advocate for leg-
islative and regulatory modifications to the Spectrum Relocation Fund,
proposing expedited disbursement and increased flexibility to facilitate
spectrum reallocation and technology upgrades for the DoD [149].

8.2. Next-Generation Spectrum (NGS)

Next-Generation Spectrum (NGS) is poised to be a game-changer for
private networks, offering new possibilities for enhanced performance
and reliability. NGS encompasses advanced spectrum technologies and
innovative allocation models that are critical for the development of
future private networks.

The definition and importance of NGS lie in its ability to support
the next wave of technological advancements. Potential bands and
frequencies for NGS include higher frequency ranges that can provide
greater bandwidth and lower latency, essential for applications such as
autonomous vehicles, advanced manufacturing, and immersive virtual
reality experiences.
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Fig. 20. Opportunities in the Unlicensed Spectrum across different frequency bands.

Fig. 20 explains the current and future state of spectrum shar-
ing across various frequency bands, highlighting different incumbents
and applications. The 37 GHz band, currently under investigation, is
proposed as a co-primary band with 600 MHz total bandwidth, utiliz-
ing AFC database-based spectrum sharing. The 12 GHz and 10 GHz
bands, also under investigation, have primary incumbents in satellite
communication and federal systems respectively, with proposals for
spectrum sharing. The 7 GHz band is under investigation for federal
systems and point-to-point communication, while the 6 GHz band is
currently utilized for fixed satellite point-to-point communication, with
Wi-Fi 6E operating through AFC authorization. In the 5 GHz band,
government and military use the UNII-II band with Wi-Fi requiring DFS
for detection. The 4.9 GHz band is set for future use by public safety
operations with spectrum sharing similar to CBRSs broadband and cel-
lular communication. The 3.55 to 3.7 GHz CBRS band operates under
a three-tier model for radar and military operations, supporting private
5G and fixed wireless broadband. The 3.1 to 3.45 GHz band is under
near-term consideration for Department of Defense and radar use with
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potential spectrum sharing. The figure also categorizes applications
by frequency: high-bandwidth applications above 6 GHz (mmW/High
Band), wide-area IoT below 1 GHz (Low Band), and mobile and fixed
broadband, including Wi-Fi bands between 1 to 6 GHz (Mid Band). A
legend distinguishes CRBS/ASA shared bands in dark blue, AFC shared
bands in orange, and potential shared bands in light blue.

Technological advancements in NGS are driving the development
of more efficient and dynamic spectrum sharing models. The DoD
is working on a “moonshot” project to develop a dynamic spectrum
sharing (DSS) framework for the 3.1-3.45 GHz band over the next
12-18 months, aiming to balance national security and commercial
wireless needs. This initiative follows the successful auction of the
3.45-3.55 GHz spectrum, which raised $21 billion, and involves col-
laboration with the NTIA, industry, and academia to create an effective
DSS system [150].

Regulatory considerations are crucial in the implementation of NGS.
The DoD released a redacted report in April 2024 indicating that
sharing the 3.1-3.45 GHz band for 5G is currently infeasible without
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specific regulatory, technological, and resource conditions. The report
emphasizes the need for a comprehensive coordination framework and
safeguards to ensure both military and commercial operations can
coexist effectively [151].

Innovative spectrum allocation models are being explored to maxi-
mize the use of available spectrum. The National Spectrum Consortium
(NSC) has launched the Partnering to Advance Trusted and Holistic
Spectrum Solutions (PATHSS) Task Group to collaborate with the DoD
on exploring spectrum sharing solutions in the 3.1-3.45 GHz band for
commercial 5G, facilitating sensitive information exchange and foster-
ing trust among stakeholders. This initiative aims to develop realistic
spectrum sharing implementations and provide insights to support both
5G development and military needs [152].

The impact of NGS on network performance and reliability cannot
be overstated. The Department of Defense’s 2023 report on the feasibil-
ity of sharing the 3.1-3.45 GHz spectrum band highlighted significant
operational challenges, stating that sharing is currently infeasible with-
out regulatory, technological, and resourcing changes. The ongoing
debate in Congress focuses on balancing DoD needs with expanding
commercial wireless services, with potential solutions including main-
taining Section 90008 of the IIJA for further study or reallocating the
spectrum for nonfederal use, which could generate substantial auction
revenues but require costly modifications to DoD systems [153].

The future of private networks hinges on advancements in spectrum
utilization and the development of next-generation spectrum tech-
nologies. These innovations will enable private networks to deliver
unparalleled performance, reliability, and security, supporting a wide
range of industrial and commercial applications. The collaborative
efforts between industry, government, and academia are essential to
achieving these goals and ensuring that the benefits of private networks
are fully realized.

8.3. Prospective private 6G networks

As we look toward the future, private 6G networks are poised to
revolutionize connectivity and provide unprecedented capabilities for
various industries. The vision for private 6G encompasses not only en-
hanced performance and reliability but also the integration of advanced
technologies to meet the evolving demands of modern enterprises.

8.3.1. Vision for private 6G

The vision for private 6G networks is to create a seamless, intel-
ligent, and highly adaptive network infrastructure that can support
a diverse range of applications and use cases. Private 6G aims to
leverage advanced technologies such as artificial intelligence (AI), ma-
chine learning (ML), and edge computing to deliver ultra-reliable, low-
latency communication. The goal is to provide a network that can dy-
namically adapt to changing conditions, optimize resource allocation,
and ensure high levels of security and privacy [154].

8.3.2. Key features and capabilities of private 6G

Private 6G networks are expected to introduce several groundbreak-
ing features and capabilities. Dynamic spectrum sharing will allow for
efficient allocation of spectrum resources, adapting to varying levels
of demand and minimizing interference [155]. Ultra-high capacity and
speed will support data rates up to 1 terabit per second (Tbps), enabling
applications such as real-time 8K video streaming and holographic
communications. The use of sub-terahertz (THz) frequency bands will
achieve higher bandwidth and lower latency, essential for applications
like autonomous driving and remote robotic surgery [156].

Al-driven network management will play a crucial role, enabling
predictive maintenance, dynamic resource allocation, and real-time op-
timization of network performance [157]. Ultra-low latency, targeting
levels below 1 millisecond, will benefit mission-critical applications
such as industrial automation and remote healthcare. Massive device
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connectivity will support billions of devices, facilitating the prolifer-
ation of IoT and smart environments. Enhanced security measures,
incorporating Al-driven protocols, will protect sensitive data and ensure
user privacy. Seamless integration with edge computing will enable
real-time data processing and analytics closer to the source, reducing
latency and improving efficiency [158]. Finally, private 6G networks
will focus on energy efficiency, incorporating technologies to reduce
the overall carbon footprint.

8.3.3. Integration with enhanced spectrum utilization

The successful deployment of private 6G networks will rely heavily
on enhanced spectrum utilization. Advanced spectrum sharing mod-
els will allow for dynamic and efficient allocation of spectrum re-
sources, enabling multiple users to coexist on the same frequency
bands without causing interference [155]. Collaborative spectrum man-
agement, involving industry stakeholders, government agencies, and
academia, will facilitate the creation of a robust spectrum management
framework. Effective regulatory frameworks will address issues related
to spectrum allocation, interference management, and cross-border
spectrum coordination [158].

Technological innovations such as intelligent spectrum sensing, cog-
nitive radio, and dynamic spectrum access will enhance the capabilities
of private 6G networks, allowing them to adapt to changing condi-
tions and optimize spectrum usage in real-time. Spectrum aggregation
techniques will combine multiple frequency bands to increase available
bandwidth and improve network performance. Al-enhanced spectrum
management will utilize Al and ML algorithms to predict spectrum
demand, optimize allocation, and mitigate interference, ensuring that
the network can meet the demands of diverse applications [155].

8.3.4. Expected benefits of private 6G networks

The implementation of private 6G networks will bring signifi-
cant benefits across various sectors, enabling advanced manufacturing,
telemedicine, smart cities, and autonomous transportation [159]. The
ultra-reliable, low-latency communication capabilities of private 6G
will be ideal for mission-critical operations, ensuring seamless and
uninterrupted connectivity for applications such as emergency response
and industrial automation. Enhanced user experience will be achieved
through high capacity, low latency, and advanced features, improving
applications such as immersive virtual reality, augmented reality, and
high-definition video streaming. Additionally, the deployment of pri-
vate 6G networks will drive economic growth by enabling new business
models, creating job opportunities, and enhancing the competitiveness
of enterprises.

6G networks are expected to offer robust security measures, per-
sonalized user experiences through Al, and extended capabilities of
existing 5G applications. They will also drive the development of wire-
less sensing technologies, inspire new technological innovations, reduce
costs through virtualization, improve cellular network penetration, and
optimize indoor network usage [159].

Table 8 provides a detailed overview of the expected characteristics
and features of private 6G networks, highlighting the advancements
that will support diverse and demanding applications. The combination
of enhanced security, personalization, extended application capabili-
ties, advanced wireless sensing, and innovative technological develop-
ments will ensure that private 6G networks can meet the varied and
demanding requirements of modern enterprises, driving the next wave
of digital transformation across industries. The collaborative efforts
of industry stakeholders, government agencies, and academia will be
essential in realizing the full potential of private 6G networks and
driving the digital transformation of various industries.
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Table 8
Expected characteristics of private 6G networks.
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Feature/Aspect

Private 6G networks

Spectrum coordination
Coverage

Latency

Security

Capacity
Scalability

Control

Reliability
Customization

Use case suitability
Cost

Traffic handling
Quality of service
Density handling
Mobility

Dynamic spectrum sharing, High availability
Customizable, High transmit power, Sub-THz Bands
<1 ms

Ultra-High with Al-driven security protocols
Up to 1 Tbps

Billions of devices

High (enterprise-controlled)

99.9999%

Extremely high

Industry-specific, mission-critical applications
High initial investment, high long-term cost
Intelligent scheduling, AI-Optimized traffic
Deterministic, Al-Enhanced RF feedback loop
Multi-Factor OFDMA, Al-Managed interference
Seamless Handoffs, AI-Optimized roaming

8.3.5. Spectrum considerations for private 6G

The evolution toward 6G will require a comprehensive approach
to spectrum utilization, involving both new frequency bands and ad-
vanced techniques to optimize performance. The spectrum require-
ments for 6G will build upon and expand the capabilities established
by 5G, enhancing features such as URLLCeMBB, massive machine-type
communications (mMTC), and URLLC while introducing new dimen-
sions in reliability, positioning, sensing accuracy, and energy effi-
ciency [156,158].

» Spectrum Bands for 6G: 6G networks will operate across a multi-
layered spectrum grid that includes low, mid, and high-frequency
bands. Low and mid-band frequencies (below 6 GHz) will con-
tinue to provide broad coverage and capacity, essential for wide-
area network deployment and ubiquitous connectivity [156].
New mid-band spectrum within the 7-15 GHz range, specifically
from 7.125-8.5 GHz, 10.7-13.25 GHz, and 14-15.35 GHz, is
crucial for balancing capacity and coverage, enabling efficient
deployment and cost-effective operations [156]. High-frequency
bands, such as sub-terahertz (sub-THz) spectrum (90-300 GHz),
will offer extremely high data rates and wide bandwidths, es-
sential for applications demanding high capacity and low la-
tency, such as high-resolution holographic communication and
advanced industrial automation [158].

Spectrum Aggregation and Management: Efficient spectrum
utilization in 6G will require advanced aggregation and manage-
ment techniques. Dynamic spectrum sharing will enable the co-
existence of different network generations, allowing 6G networks
to utilize existing spectrum resources alongside new allocations.
This approach will be essential for managing the increasing data
traffic and ensuring seamless service continuity across different
network layers. Spectrum aggregation techniques will combine
multiple frequency bands to enhance overall bandwidth and im-
prove network performance, involving both carrier aggregation
and dual connectivity [158].

Regulatory Considerations and Global Harmonization: The
successful implementation of 6G will depend on timely regu-
latory decisions and global harmonization of spectrum bands.
The International Telecommunication Union (ITU) and national
regulatory bodies will play crucial roles in defining the spec-
trum roadmap for 6G. Decisions on candidate bands and usage
conditions need to be made well in advance to ensure that the
necessary spectrum is available for 6G deployment by the end
of this decade [156]. Global harmonization of 6G frequency
ranges and technical specifications will be critical for enabling
worldwide interoperability, service continuity, and economies of
scale. The ITU’s World Radiocommunication Conferences (WRC)
will be pivotal in this process, setting the stage for international
agreements on 6G spectrum allocations [158].

These spectrum bands will be essential for 6G, especially in private
networks, due to their coverage, capacity, and performance enhance-
ments. Low and mid-band frequencies (below 6 GHz) provide broad
coverage and capacity, crucial for wide-area deployment and ubiqui-
tous connectivity. The mid-band spectrum (1-6 GHz) balances capacity
and coverage, supporting efficient and cost-effective operations. High-
frequency bands, such as the mmWave spectrum (above 6 GHz) and
sub-terahertz spectrum (90-300 GHz), offer extremely high data rates
and low latency, making them ideal for advanced industrial automation
and high-resolution holographic communication, meeting the diverse
needs of private 6G networks.

Table 9 summarizes the different spectrum bands that can be uti-
lized in 6G networks and their respective applications, demonstrating
that the High-Frequency spectrum band is the most suitable for Private
6G networks.

8.3.6. Architectural considerations for private 6G

Cagenius et al. advocate for early alignment on key architectural
principles for 6G to ensure a smooth introduction and early moneti-
zation. Their vision includes a single-step migration to a standalone
6G radio-access technology available on all necessary spectrum bands,
connected to an evolved 5G Core network. The architecture focuses on
interfaces, network functions, and services relevant for multi-vendor
deployments, ensuring openness and facilitating rapid standardization.
Significant technology trends impacting 6G include monetization and
exposure enablers, automation of network operations, cloud-native
design, and network architecture evolution. Ericsson’s proposal em-
phasizes the importance of dynamic spectrum sharing, horizontal sep-
aration of network functions, and enhanced RAN and core network
architectures to support new use cases and service requirements for
2030 and beyond. The 6G architecture will build on the existing 5GC,
aiming for efficiency, flexibility, and automation, while addressing
energy performance and sustainability concerns. Early industry align-
ment will simplify the 6G introduction, reduce complexity, and enable
service providers to capitalize on 6G capabilities from day one [160].

» Monetization and Exposure Enablers: Reuse and expand 5G capa-
bilities for 6G.

+ Automation of Network Operations: Utilize AI/ML for managing
and optimizing networks.

+ Cloud-Native Design: Implement containerized deployments to
separate software from hardware.

» Network Architecture Evolution: Focus on migration, spectrum
aggregation, and evolution of RAN and core network architec-
tures.

Early alignment on 6G architecture will ease the transition from
5G, enhancing performance, flexibility, and automation, while reduc-
ing complexity and supporting early monetization [160]. Advanced



O. Sahin et al.

Table 9
Spectrum bands and their applications in 6G networks.

Computer Communications 242 (2025) 108295

Spectrum band

Applications and benefits

Low band (Below 1 GHz)

Broad coverage, capacity for wide-area network deployment, ubiquitous connectivity
[156]

Mid-band (1-6 GHz)

Balancing capacity and coverage, efficient deployment, cost-effective operations [156]

High-frequency (mmWave, Above 6 GHz, and Sub-Terahertz,
90-300 GHz)

Extremely high data rates, wide bandwidths, applications demanding high capacity
and low latency, such as high-resolution holographic communication and advanced
industrial automation [158]

spectrum use and flexible architecture will enable private 6G net-
works to meet diverse enterprise needs, offering superior performance,
reliability, and adaptability for digital transformation. The future of
private networks centers on private 6G, which promises unmatched
performance, security, and spectrum efficiency. Industry, government,
and academia must collaborate to unlock its full potential and drive
digital transformation across sectors.

9. Conclusion and future work

The evolution of private networks from 4G/LTE to 5G has sig-
nificantly enhanced their capabilities, addressing the increasing de-
mands of modern industries. Private 5G networks offer substantial
improvements in bandwidth, speed, and capacity, enabling advanced
applications in manufacturing, healthcare, public safety, agriculture,
and other sectors. The integration of private networks with spectrum
sharing ensures efficient frequency use and optimal performance in
high-demand environments. We highlight the superior performance of
private 5G over traditional Wi-Fi and MNO networks, particularly in
terms of latency, reliability, and scalability.

The future of private networks lies in the development of pri-
vate 6G networks and next-generation spectrum technologies. These
advancements promise to deliver ultra-reliable, low-latency communi-
cation, massive device connectivity, and enhanced security measures,
supporting a wide range of industrial and commercial applications. Col-
laborative efforts among industry stakeholders, government agencies,
and academia will be crucial in achieving these goals and ensuring that
private networks continue to drive innovation and operational excel-
lence across sectors. Future work in the domain of private networks
should focus on several key areas to fully realize their potential:

Spectrum Sharing Models: Ongoing research and development
are needed to refine spectrum sharing models and ensure efficient
spectrum utilization. This includes exploring advanced spectrum
aggregation techniques and dynamic spectrum access methods.
Private 6G Networks: The deployment and standardization of
private 6G networks will require significant efforts in both tech-
nological innovation and regulatory alignment. Investigating the
integration of Al-driven network management and edge com-
puting will be essential to optimize performance and reduce
latency.

Economic and Environmental Impacts: Further studies should
explore the economic and environmental impacts of private net-
works, particularly in the context of sustainable development and
cost-effective deployment strategies.

Real-World Implementations: Real-world implementations and
pilot projects across diverse industries will provide valuable in-
sights into the practical challenges and benefits of private net-
works.

Security and Privacy: Addressing security and privacy concerns
through advanced encryption methods and robust network proto-
cols will be critical to ensuring the widespread adoption and trust
in private network solutions.

Interoperability and Standards: Development of global stan-
dards and ensuring interoperability between different private net-
work deployments will be essential for the seamless integration of
new technologies.

» User Experience: Enhancing user experience by focusing on low-
latency, high-reliability, and secure communication for mission-
critical applications.

» Integration with Emerging Technologies: Exploring the inte-
gration of private networks with emerging technologies such
as IoT, Al, and edge computing to create more intelligent and
responsive network environments.

Through these focused efforts, the future of private networks can
be shaped to meet the evolving needs of a highly connected world.
The advancements in spectrum utilization, network architectures, and
security measures will ensure that private networks continue to drive
innovation, efficiency, and productivity across various sectors.
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